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PREFACE 

In passing the Federal Managers' Financial Integrity Act of 

1982, Congress focused attention on the need to strengthen internal 

controls. The 1982 act requires agencies to periodically evaluate 

internal control systems and the heads of executive agencies to 

report annually on their systems' status. The act presents an 

opportunity for a cooperative effort among OMB, GAO, and the agen- 

cies to improve internal controls throughout the Government. 

GAO's audit guidelines are prepared for its internal use and, 

as a general practice, are not made available for external distri- 

bution. In this instance, limited distribution of appropriate sec- 

tions of the guidelines is being make to OMB and the Inspectors 

General, to apprise them of the key areas on which GAO will 

focus and which it believes need to be stressed to achieve 

compliance with the Federal Managers' Financial Integrity Act. Any 

wider distribution of the guides should be made only upon approval 

by GAO (Director, Accounting and Financial Management Division). 

We would appreciate any comments or suggestions OMB or the 

Inspectors General may have concerning the audit guides. Any 

inquiries concerning the audit guides should be directed to Mr. 

Jeffrey C. Steinhoff, Deputy Associate Director (telephone 

275-9484).  
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INTRODUCTION 

The audit guidelines consist of two parts: Part A addresses 

the work related to Section 2 of the act and Part B addresses the 

work related to Section 4 of the act. 

The GAO program divisions have overall responsibility for the 

reports on their agencies. Program divisions will perform work 

relating to the agencies' evaluation of internal controls (Part A 

of the guidelines). 

The Information Management and Technology Division (IMTEC) has 

responsibility to support the program divisions with audit work and 

technical consultation in the ADP area. The general, IMTEC will 

perform all work relating to ADP general controls and some 

application controls. The program divisions will perform, with 

IMTEC's technical consultation, all work relating to non-technical 

ADP application controls using IMTEC furnished guidelines. (See 

Part A, Section 11, page 1 9 . )  Close cooperation and coordination 

is mandatory to ensure the ADP work is effectively and efficiently 

accomplished . 
Accounting systems work will be accomplished by AFMD staff 

using guidelines developed by them (Part B of the guidelines). 

Consequently, program division team leaders will incorporate the 

accounting systems work into their agency reports. 



PART A 

The 

t h a t  aud 

F I A  SECTION 2 G U I D E L I N E S  

S e c t i o n  2 g u i d e l i n e s  were deve loped  unde r  t h e  a s sumpt ion  

t work would be u n d e r t a k e n  by most o f  t h e  same s t a f f s  ant 

a t  t h e  same d e p a r t m e n t s  and a g e n c i e s  w e  reported on  d u r i n g  o u r  

f i r s t  y e a r  r e v i e w  o f  t h e  F e d e r a l  Managers '  F i n a n c i a l  I n t e g r i t y  A c t  

( F I A )  . 
and w e  d i d  n o t  p r o v i d e  i n d e p t h  background d a t a  or e x t e n s i v e  

e x p l a n a t i o n s  of a u d i t  steps. S t a f f  members n o t  p a r t i c i p a t i n g  i n  

t h e  f i r s t  y e a r  r e v i e w  o f  F I A  w i l l  need t o  r e v i e w  t h e  f i r s t  y e a r  

agency  r e p o r t  and s u p p o r t i n g  s u m m a r i e s .  A number of a d d i t i o n a l  

background steps w i l l  need t o  be conduc ted  i n  a g e n c i e s  w e  d i d  n o t  

r e v i e w  d u r i n g  t h e  f i r s t  y e a r .  T h e  a u d i t  team for t h e s e  a g e n c i e s  

s h o u l d  r e f e r  t o  t h e  f i r s t  y e a r  g u i d e l i n e s  as needed.  

A s  a r e su l t ,  w e  assumed s t k f f s  have an  u n d e r s t a n d i n g  o f  F I A  

A s  a r e s u l t  of e x p e r i e n c e  g a i n e d  d u r i n g  t h e  f i r s t  y e a r ,  w e  

have  r e v i s e d  o u r  bas i c  a u d i t  app roach  and r e p o r t i n g  r e q u i r e m e n t s .  

These  g u i d e l i n e s  do n o t  i d e n t i f y  a l l  a u d i t  s t e p s  needed t o  complete 

o u r  work - ins t ead  t h e  g u i d e l i n e s  i n c l u d e  t h e  minimum r e q u i r e m e n t  

n e c e s s a r y  t o  p r o v i d e  a b a s i c  u n d e r s t a n d i n g  o f  each a g e n c y ' s  F I A  

process and p r o g r e s s  i n  improving  i t s  e v a l u a t i o n  of its s y s t e m s  of 

i n t e r n a l  c o n t r o l s .  T h e s e  g u i d e l i n e s  w i l l  a lso p r o v i d e  basic  da ta  

o n  t h e  a g e n c i e s '  p r o g r e s s  toward c o r r e c t i n g  its i n t e r n a l  c o n t r o l  

weaknesses .  Each a u d i t  s t a f f  s h o u l d  supp lemen t  these g u i d e l i n e s  

w i t h  a d d i t i o n a l  a u d i t  steps f o r  d a t a  needed i n  prepar ing  t h e i r  

agency  report where  n e c e s s a r y .  
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OBJECTIVES 

The major objectives of our review are to: 

--update and evaluate progress made by the agencies in 

implementing their processes for evaluating systems 

of internal control; 

--determine whether, through corrective actions, the agencies 

are improving their systems of internal control; and 

--assess the reasonableness of the agencies' second annual 

assurance letters. 

Audit steps in Sections A-I and A-I1 require audit teams to 

update the work at agencies, document any changes which have 

occurred, and review the implementation of the FIA process. This 

information will be used to assess the reasonableness of the 

assurance 1etter.The guidelines require audit teams to closely 

coordinate with GAO program division personnel (Associate Director, 

Group Director, and experienced staffs at audit sites) to ensure we 

utilize GAO's historical and indepth knowledge of the agencies. 

In section A-111, we will be reviewing corrective action plans 

for material weaknesses identified in the annual assurance letters. 

We will also analyze corrective actions for internal control 

weaknesses identified in VAS and ICRs. We will collect any 

available FIA cost and benefit data that the agencies have 

compiled. 

In section A-IV of the guidelines, we will assess the reason- 

ableness of the agencies' second annual assurance letters. While 

our work may not be extensive enough to verify that the agency's 

letter reflects the actual condition of all of its internal 
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controls, we should have sufficient information to support or 

challenge certain statements in the agency's assurance letter. 

Teams should recognize that these four sections of the audit 

guide are - not mutually exclusive. 

casions when work from one section would logically be performed 

concurrently with work from another section. This is particularly 

true of sections A-I and A - 1 1 .  Teams should carefully read all 

work steps and determine where work can be done simultaneously to 

prevent duplicate interviewing of agency officials and other review 

work. 

A s  such, there will be many oc- 

Teams should also coordinate closely with their agency IG very 

early in the job. Several work steps involve discussions with IG 

personnel. It may also be possible to supplement our selection of 

VAS and I C R s  with work performed by the IG if they performed com- 

parable reviews. Teams should explore this possibility before 

selecting VAS and I C R s .  

4 



SECTION A-I 

AGENCY PROGRESS IN 

IMPLEMENTING THE FIA 

The objective of this section is to evaluate each agency's 

process for evaluating its systems of internal control. In this 

section, we will update our data base on the agency's procedures 

and (1) determine whether the segmentation process covered all 

of the agency's programs, functions, and activities; (2) review 

some vulnerability assessments and internal control reviews; ( 3 )  

determine whether the tracking and follow-up system is 

operating; and ( 4 )  evaluate the adequacy of the internal 

reporting system to ensure that internal control weaknesses are 

being reported to the proper organization or offices. 

The work steps for ADP Have been broken out as a separate 

section (section A-11). However, some steps parallel the work 

steps in this section and should be done at the same time. 

Before starting work in the second year, teams should fully 

coordinate with the agency IG. We should obtain and discuss any 

FIA reports issued by the IG, obtain their views on the agency's 

implementation, and discuss our work so that duplication of 

effort can be reduced or eliminated. We will be selecting a 

limited number of VAS and ICRs to review. If the IG is also 

reviewing VAS and ICRs, we should be sure not to duplicate their 

work and arrange to use their results to supplement ours if 

appropriate. 
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A. Our first year effort in reviewing agency 

implementation of FIA revealed many weaknesses and 

omissions in their procedures. Our objective is to 

evaluate those procedures in terms of the changes and 

improvements which have occurred. We need to document 

what the current procedures are, how they have changed 

or improved since our previous review effort, and what 

improvements are still needed to assure the agency 

complies with OMB guidance and establishes an effec- 

tive means of implementing the FIA. 

1 .  Organizing to Implement the FIA 

a. 

b. 

C. 

Determine agency's current organization 

to implement FIA. (Note all changes from 

first year. ) 

Assignment of overall responsibility 

Inspector General's role 

Performance appraisals 

Resources/staffing 

Training 

Quality assurance 

How has top management shown its 

commitment ? 

How were organizational problems 

identified by GAO or others in the first 

year resolved? 

Does the agency's current organization 

for FIA comply with OMB guidelines? If 

not, describe. 

6 



2. Segmenting 

a. Determine the agency's current segmenting 

process. 

b. How were segmenting problems identified 

by GAO or others in the first year 

re sol ved ? 

c. Obtain the current inventory of 

assessable units. How many are there? 

3 .  Vulnerability Assessments 

a. 

b. 

C. 

d. 

Have problems with the written guidelines 

for VAS identified in the first year been 

resolved? Are there any new problems? 

Does the current agency vulnerability 

assessment process comply with OMB 

guidelines? If not, describe. 

If agency performed VAS in 1984, obtain a 

list. 

(1 ) Were all identified units assessed? 

(2) Were any omitted? If so, describe. 

( 3 )  How many were ranked low, moderate 

or high? 

Is the agency meeting its milestones fof 

performing VAS? If not, why? 

4. Alternatives to I C R s  (for 1983 and 1984 VAS) 

a. OMB guidelines allow an agency to select 

from several alternatives after 

conducting its VAS. (See page IV-13 of 

OMB guidelines). 

7 



( 1  ) I f  t h e  agency  chose a l t e r n a t i v e s  t o  

I C R s ,  descr ibe t h e  c r i t e r i a  and 

p r o c e d u r e s  d e v e l o p e d  for  c h o o s i n g  a n  

a l t e r n a t i v e .  

5. I n t e r n a l  C o n t r o l  Reviews 

a. 

b. 

C. 

d .  

Have problems w i t h  t h e  a g e n c y  I C R  

g u i d e l i n e s  i d e n t i f i e d  i n  t h e  f i rs t  year 

been  r e s o l v e d ?  A r e  there a n y  new 

problems? 

Does t h e  c u r r e n t  I C R  process comply w i t h  

OMB g u i d e l i n e s ?  I f  n o t ,  describe. 

H o w  d i d  t h e  a g e n c y  select  which  

assessable u n i t s  would have  a n  I C R ?  Does 

t h e i r  s e l e c t i o n  me thodo logy  make s e n s e ?  

Has t h e  agency  f o l l o w e d  i t s  p l a n  for per- 

f o r m i n g  I C R s ?  

( 1 )  H o w  many were completed i n  1983? 

( 2 )  How many do t h e y  p l a n  t o  complete i n  

1984? 

( 3 )  Is t h e  a g e n c y  o n  s c h e d u l e ?  Why n o t ?  

6. T r a c k i n g  and Fol low-up System 

a. O b t a i n  g u i d e l i n e s  f o r  a g e n c y ' s  t r a c k i n g  

and fo l low-up  s y s t e m  f o r :  

( 1 )  s c h e d u l i n g  p e r f o r m a n c e  of VAS and 

I C R s ;  

( 2 )  r e c o r d i n g  and r e p o r t i n g  r e s u l t s  of 

VAS and I C R s ;  
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b. 

C.  

d .  

e. 

( 3 )  s c h e d u l i n g  and t r a c k i n g  c o r r e c t i v e  

a c t i o n s  on  w e a k n e s s e s  i d e n t i f i e d  i n  

VAS and I C R s ;  and 

( 4 )  summar iz ing  and r e p o r t i n g  t h e  ove r -  

a l l  r e s u l t s  of VAS, ICRS, and cor- 

r e c t i v e  a c t i o n s .  

Have t h e  t r a c k i n g  and f o l l o w - u p  proce- 

d u r a l  problems i d e n t i f i e d  i n  t h e  f i r s t  

y e a r  been resolved? 

Many a g e n c i e s  d i d  n o t  implement  a 

t r a c k i n g  s y s t e m  i n  t h e i r  f i r s t  y e a r  

e f f o r t .  Have t h e y  now implemented  a 

t r a c k i n g  and fo l low-up  sys t em?  

Does t h e  a g e n c y ' s  s y s t e m  comply w i t h  OMB 

g u i d e l i n e s ?  I f  n o t ,  d e s c r i b e .  

Does t h e  s y s t e m  i n c l u d e  a means t o  

e v a l u a t e  t h e  e f f e c t i v e n e s s  of t h e  correc- 

t i v e  a c t i o n ?  

7. Annual a s s u r a n c e  l e t t e r  

a. De te rmine  t h e  process t h a t  t h e  agency  

p l a n s  t o  u s e  t o  g e n e r a t e  t h e  1984 a s s u r -  

a n c e  l e t t e r .  

b. Have problems i d e n t i f i e d  i n  t h e  f i r s t  

year been  r e s o l v e d ?  

B. D i d  t h e  s e g m e n t a t i o n  p r o c e s s / i n v e n t o r y  of assessable 

u n i t s  c o v e r  t h e  e n t i r e  agency?  L i s t  any  o m i s s i o n s  and 

q u a n t i f y  (dol lars  i n  b u d g e t ,  number of p e r s o n n e l ,  

e t c . ) .  Does t h e  s i z e  o f  t h e  assessable u n i t s  seem 

r e a s o n a b l e  for  y o u r  agency?  

9 



C. Review vulnerability assessments done during 1984. In 

this section, we will only review VAS done with up- 

dated agency guidance which incorporates changes as a 

result of GAO, OMB, and I G  work. 

1. Select a number of vulnerability assessments and 

evaluate them as discussed below. The number 

should be sized according to your team's time and 

resource constraints. Since we are most 

interested in identifying low or moderate areas 

that should have been rated high, teams should 

stratify their selection to include 20 percent 

high, 40 percent medium and 40 percent low. In 

addition, since ADP controls are important and 

need to be considered in conducting the VAS, teams 

should ensure that a majority of the VAS selected 

for review are in functions or programs that also 

have some ADP involvement. 

The selection should be based on known 

problem areas. For example, instead of selecting 

from the agency's list of assessable units without 

regard to why they were vulnerable, the selection 

should be based on discussions with GAO and IG 

staff that are doing on-going work in the agency 

so that we can match problem areas with assessable 

units where possible. Selecting areas with 

current findings will provide the auditor with 

specific weaknesses and/or problem areas to take 

10  



to the person responsible for the vulnerability 

assessment and determine how these were 

considered. 

We recognize that this selection approach may 

not be workable in your agency. In that case, you 

should devise a selection method that fits the 

intent of these guidelines and your agency. 

2. Review available documents and interview personnel 

that conducted the VA. The entire VA process 

should be reviewed. The following should be 

specifically addressed. (For VAS involving ADP 

application controls, also perform steps in sec- 

tion A - 1 1 ,  p.- 2 2 . )  

a. 

b .  

C. 

d. 

e. 

Were agency and OMB guidelines followed? 

Discuss differences. 

Did the person conducting the VA use data 

from audit reports and other known 

reports? 

Is  there any evidence (prior audit 

reports, findings from current audits, 

and agency studies) that was not 

considered? Could the evidence change 

the conclusion? 

How did the agency consider the GAO 

internal control standards when perform- 

ing the vulnerability assessments? 

Were the vulnerability assessments 

adequately documented? In our 

1 1  



first-year report to the Congress we 

discussed how much documentation is 

enough and stated "one useful rule of 

thumb is that the amount and depth of 

documentation should be sufficient that 

managers and supervisors reviewing an 

evaluation would have a reasonable basis 

for determing how the conclusion was 

reached". 

f. Did the person performing the vulner- 

ability assessment feel that he/she had 

adequate training? Why or why not? Does 

the quality of the vulnerability assess- 

ment documentation support that 

individual's opinion that he/she received 

adequate training? 

g .  Ask GAO program audit group personnel 

(associate and group directors and 

experienced staff) and agency IG person- 

nel whether they feel, based on their 

institutional knowledge, and current 

audit work, that the VA conclusion was 

reasonable. 

h. Is the VA's conclusion reasonable and 

supported by the evidence? 

3 .  Many agency IGs are reviewing the validity of 

VAS. Use the i r  alzdit r e s u l t s  if applicable. 
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4 .  Reach a c o n c l u s i o n  o n  t h e  o v e r a l l  r e a s o n a b l e n e s s  

of t h e  VAS examined.  

D. I f  a n  agency  h a s  t a k e n  a n  a c t i o n  o the r  t h a n  an  I C R :  

1 .  Why d i d  t h e  agency  choose a n  a l t e r n a t i v e  t o  an  

I C R ?  

2 .  Did t h e  a g e n c y  f o l l o w  its e s t a b l i s h e d  p r o c e d u r e s  

for c h o o s i n g  a n  a1 t e r n a t i v e ?  

3 .  Is t h e  a l t e r n a t i v e  c h o s e n  r e a s o n a b l e ,  g i v e n  t h e  

r e s u l t s  of t h e  VA? 

E .  Review a l i m i t e d  number of i n t e r n a l  c o n t r o l  r e v i e w s  

done  i n  1984. I n  t h i s  s e c t i o n ,  w e  w i l l  o n l y  r e v i e w  

I C R s  done  w i t h  u p d a t e d  agency  g u i d a n c e  which  i n c o r p o -  

ra tes  c h a n g e s  as  a r e s u l t  o f  GAO, OMB, and I G  recom- 

m e n d a t i o n s  made d u r i n g  t h e  f i r s t  y e a r .  

1 .  Select  a number of I C R s  c o n d u c t e d  i n  1984. The 

s e l e c t i o n  s h o u l d  be s i z e d  a c c o r d i n g  t o  t h e  team's 

t i m e  and r e s o u r c e  c o n s t r a i n t s .  The f o l l o w i n g  

factors  s h o u l d  be c o n s i d e r e d  i n  making t h e  

se lec t  ion :  

a .  I C R s  from v a r y i n g  l o c a t i o n s  s h o u l d  be 

i n c l u d e d  . 
b .  I C R s  t h a t  i d e n t i f i e d  s i g n i f i c a n t  problem 

areas t h a t  may be i n  t h e  a g e n c y ' s  a n n u a l  

a s s u r a n c e  l e t t e r  s h o u l d  be i n c l u d e d .  

c. I C R s  t h a t  i n v o l v e  known problem areas 

i d e n t i f i e d  by GAO or I G  p e r s o n n e l  s h o u l d  

be i n c l u d e d .  F i n d i n g s  f rom c u r r e n t  

on-going work s h o u l d  be used  t o  se lec t  
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2. 

I C R s  for review. The intent is to see if 

the I C R  is identifying current problems. 

d. I C R s  that are in functions or programs 

that have some ADP involvement should be 

included . 
(These four factors are not mutually exclusive. 

Many ICRs will have some, if not all, of the 

attributes.) 

e. About 30 percent of the ICRs selected 

should be in areas that do not have known 

problems. 

Review available documents and interview the 

personnel that conducted the I C R .  The entire ICR 

process should be evaluated. The following should 

be specifically addressed. (For ICRs involving 

ADP application controls, also perform steps in 

section A - 1 1 ,  p.25.) 

a. Were agency and OMB guidelines followed? 

Discuss differences. 

b .  Were the results of the VA used in the 

I C R ?  If not, why not? 

c. Was the I C R  supported by reasonable 

testing of control techniques? 

d. How did the agency consider the GAO 

internal control standards when 

conducting the ICR? 

e. Did the I C R  identify the problems found 

in current audit work (where applicable)? 

14 



F. 

G. 

f. 

4. 

h. 

i. 

Was the I C R  adequately documented? (Use 

the same criteria used in C. 2. e. 

above). 

Does the person conducting the I C R  feel 

he/she had adequate training? Why or why 

not? Does the quality of the 

documentation support an opinion of 

adequate training? 

Discuss the I C R  results with GAO program 

groups and I G  personnel. Obtain their 

opinions on whether all known problems or 

weaknesses were identified (prior audits 

and current work). 

Is the I C R  result reasonable and 

supported by available evidence? 

3 .  Many I G s  are reviewing I C R s  done in their agency. 

Use their results to supplement your analysis of 

I C R s  if appropriate. 

4 .  Reach a conclusion on the overall reasonableness 

of the I C R s  examined. 

How did the agency's responsible F I A  program official 

assure himself/herself that VAS and I C R s  were ade- 

quately accomplished (quality assurance)? This step 

should be performed at each organizational level 

within the agency. 

This step concentrates on the agency's tracking and 

follow-up procedures. 

ing implementation of corrective actions are in 
section A - 1 1 1 .  

Additional work steps concern- 
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1 .  Are the internal control weaknesses identified in 

first and second year VAS and ICRs being put into 

the agency's tracking and follow-up system? This 

includes making sure all weaknesses are properly 

entered into the system from 

--annual reports, 

--feeder reports, 

--ICRs, and 

--VAS. 

Because the agencies' follow-up and tracking 

systems are different, (centralized vs decentra- 

lized, and automated vs manual), each audit team 

should determine how best to ensure that the 

agency is entering all weaknesses identified from 

VA's and ICR's into the system. 

Select at least 50 percent from first year. To 

the extent possible, our work should also include 

selected field locations if they enter weaknesses 

into a tracking and follow-up system. 

2. Determine whether the agency is on schedule for 

correcting the weaknesses identified in step G . l .  

above. If the agency is not on schedule, why not? 

3 .  How do the agency FIA officials assure themselves 

that all internal control weaknesses are put into 

a tracking and follow-up system and are systemati- 

cally followed up? 

4. Does the agency's internal reporting system, as it 

is actually operating, meet the following 

objectives? 
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a. Weaknesses should be reported to a level 

that can assure corrective actions are 

developed and implemented. 

b. Weaknesses should be reported to a level 

that has agency-wide or function-wide 

oversight so that systemic problems are 

identified and resolved. 

c. The reporting system should support the 

agency's annual assurance letter. 

Agencies' internal control reporting systems vary 

to such a degree that we cannot specify the work 

steps necessary to accomplish this section. We 

suggest, however, that as a minimum teams inter- 

view agency officials responsible for collecting 

F I A  data and review agency FIA feeder reports to 

determine whether the objectives are being met, 

5. Reach a conclusion on the overall adequacy of the 

agency's tracking and follow-up system. 

H. Some agencies annual assurance letter may be based on 

assurances from appropriate officials and other infor- 

mation provided as well as the OMB evaluation process. 

Under these circumstances, the team should determine 

what the "other information" is and why it was used in 

addition to the OMB evaluation process. 
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SECTION A-I1 

ADP WORK PROGRAM FOR 

SECOND YEAR FIA 

The second year ADP audit effort will also entail assessing 

the progress agencies are making toward increasing the considera- 

tion of ADP controls during the evaluation process. GAO will - not 

do any original work, i.e., assess agency's internal controls, but 

we should determine whether the program or functional managers ade- 

quately assessed controls during their evaluations. In conjunction 

with the divisional audit team, an IMTEC auditor should gather 

sufficient data to determine the extent to which agencies consid- 

ered ADP general and application controls during the process. 

While ADP general controls usually are pervasive, i.e., 

affect all ADP applications, ADP application controls are unique to 

specific tasks, e.g., payroll, inventory, supply etc. Since a 

heavy concentration of general controls is in the data processing 

organization, data processing management is ultimately responsible 

for their existence and effectiveness. On the other hand, the 

program or functional manager is responsible for ensuring that 

application controls are properly working within the automated 

systems supporting his program or function. Both types of controls 

consist of manual (non-technical) and automated control techniques 

designed to provide reasonable assurance that predefined control 

objectives are met. 

Specifically, IMTEC will be responsible for assessing the 

agencies' evaluation of ADP general controls, while the divisional 

audit teams will be responsible for assessing the non-technical 

application controls from the program or functional manager (user) 
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perspective. IMTEC will also be responsible for assessing the more 

technical application controls and providing overall technical 

consultation to the divisional audit team. 

Criteria for what would constitute valid ADP general and 

application control objectives and techniques can be found in: 

--Information System Review - Audit Guide - "Summary of ADP 
Internal Controls"--General Control Evaluation (Attachment 

A) and Application Control Evaluation (Attachment B), 

(GAO/IMTEC) 

--Evaluating Internal Controls in Computer-Based Systems 

(GAO Black Book) , and 
--Guide for Studying and Evaluating Internal Controls in the 

Federal Government, (Arthur Anderson & Co.). 

A .  CURRENT STATUS OF THE AGENCY'S PROCESS 

TO COMPLY WITH FIA 

Objective: Update the agency's FIA process relating to the 

degree of consideration given to ADP controls. We should 

document the current process identifying any significant 

changes and improvements. The audit steps in this section are 

designed to update last year's efforts by documenting the 

agency's current process. 
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The following audit steps should be supplemented according to 

the situation at the individual agency: 

1. Organizing to implement F I A  

Objective: Determine whether the agency's organization to 

comply with the Act provides for considering ADP controls. 

Tasks: 

a. Describe how the agency's current organization to 

implement FIA provides for considering ADP controls. 

( 1 )  ADP management involvement in the FIA implementation 

process. 

( 2 )  Coordination of the work required under OMB Circular 

A-71 and A - 1 2 3  in order to avoid duplication posed by 

each circular on the other. 

( 3 )  Assignment of responsibility for reviewing ADP general 

and application controls. 

( 4 )  Role of the ADP audit personnel from the I G  office or 

other audit group. 

(5) Training given to program and functional managers on 

assessing ADP controls. 

(6) Quality assurance measures taken by the agency related 

to ADP controls. 

2. Segmenting 

Objective: Determine whether the segmentation of the 

agency includes all ADP activities. 
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Tasks: 

a. Describe the agency's treatment of ADP activities in its 

current segmenting process. 

b. Identify the first year segmenting problems and 

determine the agency status on resolving them. 

c. Obtain from the divisional team the agency's inventory 

of assessable units. 

d. Based on a review of the inventory and discussion with 

ADP management, identify assessable units addressing ADP 

management and operational components. In addition, 

identify other assessable units supported by automated 

appl ications. 

e. Document ADP activities omitted and provide potential 

effects (sensitive data, dollars, etc.). 

3 .  Vulnerability Assessments 

Objective: Determine if the agency's guidelines for 

performing vulnerability assessments provide for the 

consideration of ADP control objectives and techniques. 

Tasks: 

a. Review the agency's current vulnerability assessment 

guidelines to determine if they provide for considering ADP 

control objectives and techniques. 

b. Have problems with the guidelines identified in the 

first year been resolved? Are there any new problems? 

4 .  Internal Control Reviews 

Objective: Determine if agency's guidelines provide for the 

consideration of ADP controls during internal control re- 

view or substituted alternatives; e.g., management studies 

and reviews, etc. 
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Tasks: 

a. Review the agency's current guidelines for performing 

internal control reviews to determine if they provide for 

identifying, documenting, and evaluating control objectives 

and control techniques. 

b. Have problems with the guidelines identified in the 

first year been resolved? Are there any new problems? 

B. ASSESSMENT OF THE AGENCY'S 

CONSIDERATION OF ADP CONTROLS 

Objective: Determine whether the agency considered general and 

application control objectives and techniques during the 

agency's implementation of the process. We should determine 

whether the scope of the agency's vulnerability assessments and 

internal control reviews, where applicable, provided for the 

consideration of ADP control objectives and techniques. We 

should review supporting documentation and interview 

responsible managers to determine the criteria and methodology 

they used to assess ADP controls. IMTEC and the divisional 

audit team have joint responsibility for completing this 

section. 

1 .  Review Vulnerability Assessments--Adequate consideration of 

ADP controls 

Objective: Determine whether managers, when conducting 

vulnerability assessments, adequately (a) reviewed 

policies/procedures (e.g., SOP(s) and users manual) 

pertaining to control objectives and techniques, (b) 

identified control objectives and key control techniques and 

determined the reasonableness of control techniques to meet 
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. 
objectives, (c) identified any independent reviews of the 

program or function by audit, quality assurance review, or 

other studies, and (d) documented known control problems. 

IMTEC will be responsible for reviewing the 

vulnerability assessment and discussing with the managers 

the consideration given to the ADP general control 

objectives and techniques. IMTEC will follow, where 

applicable, the tasks in Section I - C  in addition to the 

tasks in this section. Divisional audit teams will be 

primarily responsible for evaluating the consideration given 

by the program and functional managers (users) to 

application control objectives and techniques. However, 

IMTEC will be responsible for evaluating the consideration 

given to the more technical application control techniques 

( e . g . ,  edits, validating, etc.). Close coordination between 

the audit team and IMTEC is required to ensure an adequate 

assessment of the managers consideration of ADP controls. 

Tasks: 

a. Assist divisional audit team in selecting vulnerability 

assessments for review to ensure that programs supported by 

ADP applications are included. A l s o ,  with the audit team 

approval , select some vulnerability assessments of ADP 

functional areas to assess the manager's consideration of 

ADP general control objectives and techniques. 

b. Vulnerability Assessment (General Controls). IMTEC 

auditor should review available documents and interview 

personnel that conducted the vulnerability assessments: 
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1. Determine whether the manager, when conducting 

vulnerabil ity assessments, identified proper control 

objectives and key control techniques for the 

following ADP general controls. Refer to Section 

II-B-3a, Summary of ADP Internal Controls - General 
Control Evaluation, page 27.  

c .  Vulnerability Assessment (Application Controls). 

Divisional auditor, in conjunction with IMTEC auditor, 

should review available documents and interview personnel 

that conducted the vulnerability assessments: 

1. Determine whether the manager when conducting 

vulnerability assessments identified proper control 

objectives and key control techniques for the 

following ADP application controls. Refer to 

Section II-B-3b, Summary of ADP Internal Controls - 
Application Control Evaluation, page 33. 

d. Determine whether the manager evaluated how effectively 

the policies/procedures pertaining to each objective and 

technique are documented and communicated to personnel . 
e. D i d  the manager determine whether the program or 

function area w a s  subject to a recent independent review 

(e.g., audit, quality assurance function, or study)? How 

significant and recurring are any weaknesses? 

f. Did the manager consider known control problems and 

their significance? 

2 4  
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2. Review I n t e r n a l  C o n t r o l  Reviews or T h e i r  S u b s t i t u t e s - -  

Adeauate  c o n s i d e r a t i o n  o f  ADP c o n t r o l s .  

Objective: De te rmine  w h e t h e r  managers ,  when c o n d u c t i n g  

i n t e r n a l  c o n t r o l  r e v i e w s  , a d e q u a t e l y  ( 1  ) i d e n t i f i e d  and 

documented c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s ,  ( 2 )  e v a l u a t e d  

whe the r  t h e  control t e c h n i q u e s  meet t h e  c o n t r o l  o b j e c t i v e s ,  

( 3 )  conduc ted  compl i ance  tests of key c o n t r o l  t e c h n i q u e s  

b e i n g  u t i l i z e d  t o  meet codtrol o b j e c t i v e s ,  and,  ( 4 )  

summarized t h e  resu l t s  and i d e n t i f i e d  c o r r e c t i v e  a c t i o n s  

n e c e s s a r y .  

IMTEC w i l l  be  r e s p o n s i b l e  f o r  e v a l u a t i n g  t h e  

c o n s i d e r a t i o n  of g e n e r a l  control o b j e c t i v e s  and t e c h n i q u e s  

i d e n t i f i e d  by d a t a  p r o c e s s i n g  management d u r i n g  t h e i r  

i n t e r n a l  c o n t r o l  r e v i e w s .  IMTEC w i l l  fo l low t h e  g u i d e l i n e s  

i n  S e c t i o n  I-E-2 i n  a d d i t i o n  t o  t a sks  i n  t h i s  s e c t i o n .  

D i v i s i o n a l  a u d i t  teams w i l l  be p r i m a r i l y  r e s p o n s i b l e  for  

e v a l u a t i n g  t h e  c o n s i d e r a t i o n  g i v e n  by program managers  

(users) t o  a p p l i c a t i o n  c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s .  

However, IMTEC w i l l  be r e s p o n s i b l e  for e v a l u a t i n g  t h e  

c o n s i d e r a t i o n  of t h e  more t e c h n i c a l  a p p l i c a t i o n  

c o n t r o l  t e c h n i q u e s  ( e .g .  , ed i t s ,  v a l i d a t i n g ,  e tc . )  . Close 

c o o r d i n a t i o n  between t h e  a u d i t  team and IMTEC is requi red  to  

e n s u r e  an  adequate a s s e s s m e n t  o f  managers  c o n s i d e r a t i o n  of 

ADP c o n t r o l s .  

Tasks: 

a. A s s i s t  d i v i s i o n a l  a u d i t  team i n  s e l e c t i n g  a number  o f  

i n t e r n a l  c o n t r o l  r e v i e w s  (ICRs) i n  o r d e r  t o  assure t h a t  

some programs and f u n c t i o n s  w h i c h  are  s u p p o r t e d  by 
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a p p l i c a t i o n  s y s t e m s  ( a p p l i c a t i o n  c o n t r o l s )  are i n c l u d e d .  

A l s o ,  i n  c o o r d i n a t i o n  w i t h  t h e  a u d i t  team, select  a number 

of I C R S  a d d r e s s i n g  ADP management and o p e r a t i o n a l  areas. 

b .  I n t e r n a l  C o n t r o l  Review ( G e n e r a l  C o n t r o l s )  - IMTEC 

a u d i t o r  s h o u l d  r e v i e w  a v a i l a b l e  documents  and i n t e r v i e w  

p e r s o n n e l  t h a t  conduc ted  t h e  i n t e r n a l  c o n t r o l  reviews : 

1 .  Dete rmine  w h e t h e r  c o n t r o l  o b j e c t i v e s  and proper 

c o n t r o l  t e c h n i q u e (  s )  were i d e n t i f i e d ,  documented,  

and e v a l u a t e d  by t h e  a g e n c y ' s  f u n c t i o n a l  and 

program managers  f o r  ADP g e n e r a l  c o n t r o l  areas. 

Refer t o  S e c t i o n  II-B-3a, Summary of ADP I n t e r n a l  

C o n t r o l s  - G e n e r a l  C o n t r o l  E v a l u a t i o n .  

c. I n t e r n a l  C o n t r o l  Review ( A p p l i c a t i o n  C o n t r o l s )  - 
D i v i s i o n a l  a u d i t o r ,  i n  c o n j u n c t i o n  w i t h  IMTEC a u d i t o r ,  

s h o u l d  r e v i e w  a v a i l a b l e  documents  and i n t e r v i e w  p e r s o n n e l  

t h a t  conduc ted  t h e  i n t e r n a l  c o n t r o l  r e v i e w s :  

1 .  De te rmine  w h e t h e r  c o n t r o l  o b j e c t i v e s  and proper 

c o n t r o l  t e c h n i q u e ( s 1  were i d e n t i f i e d ,  documented,  

and e v a l u a t e d  by t h e  a g e n c y ' s  f u n c t i o n a l  and 

program manage r s  for ADP a p p l i c a t i o n  c o n t r o l  

areas. R e f e r  t o  S e c t i o n  11-B-3b f o r  ADP 

A p p l i c a t i o n  C o n t r o l  O b j e c t i v e s .  

d .  Was t h e  I C R  s u p p o r t e d  by r e a s o n a b l e  t e s t i n g  of c o n t r o l  

t e c h n i q u e s ?  

e. Was t h e  I C R  summarized and r e a s o n a b l e  c o r r e c t i v e  a c t i o n s  

i n i t i a t e d  or p l a n n e d ?  
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3.  Summary of ADP General and Application Controls 

Objective: GAO's internal control standards require the 

identification of control objectives that should be achieved 

in each area of an agency's activities. We have identified 

the control objectives that should be achieved in an 

agency's ADP activities and documented them in the "Summary 

of ADP Internal Controls"--General Controls Evaluation 

(Attachment A), and Application Control Evaluation 

(Attachment B). These control objectives provide specific 

guidelines against which the auditor can compare the 

agency's evaluation of general and application control 

objectives and techniques. The auditor should assess the 

agency's evaluation of each control technique to determine 

whether it is achieving a specific control objective. 

a. Summary of ADP Internal Controls - ADP General Control 
Evaluation. (Responsibility: IMTEC) 

1 .  Internal Audit: 

Control Objectivets) 

(a) Inspector General Audit of ADP - The 
O f f i c e  of I n s p e c t o r  General should substantiate 

and evaluate ADP activities and controls. For 

examples of applicable control techniques, 

refer to Attachment A, p. 111-55. 

2. Organization and Management of the ADP 

Department: 

Control Objectives(s) 

(a) Definition and Communication of 

Responsibilities - The ADP department's 
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organizational structure, policies, and 

procedures should be clearly defined and 

communicated to provide reasonable assurance 

that ADP personnel perform correctly the 

duties they have been assigned. For examples 

of applicable control techniques refer to 

Attachment A, p. 111-57. 

(b) Separation of Responsibility - Key 

duties and responsibilities within the ADP 

department should be adequately separated to 

reduce the risk of errors, waste, or 

wrongful acts. For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-59. 

(c) Supervision - ADP personnel should be 

properly supervised to ensure that delegated 

duties are performed in accordance with 

appropriate policies and procedures. For 

examples of applicable control techniques, 

refer to Attachment A, p. 111-61. 

(d) Competent Personnel - ADP personnel 
should maintain and demonstrate personal and 

professional integrity and a level of skill 

necessary to accomplish the assigned 

duties. For examples of applicable control 

techniques, refer to Attachment A, p. 111-63. 
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3 .  System Design, Development, and Maintenance 

Control Objective(s) 

(a) System Acceptance - A formal system 
acceptance process should have been followed 

to provide reasonable assurance that t h e  

system was properly designed , developed, and 
tested before implementation. For examples 

of applicable control techniques, refer to 

Attachment A, p. 111-65. 

(b) System Maintenance - A l l  application 

program system changes should be authorized 

and approved by appropriate user and ADP 

management personnel. For examples of 

applicable control techniques, refer to 

Attachment A, p. 111-67. 

(c) Testing and Conversion - New and 
modified sytems should be properly tested 

and implemented/converted. For examples of 

applicable control techniques, refer to 

Attachment A, p. 111-69. 

(d) Documentation - New systems and 
program/system changes should be completely 

documented. For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-71. 
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4. Systems Hardware 

Control Objective(s) 

(a) Integrated Hardware - Integrated hardware 
controls should be used to maximize the 

potential for detecting errors during 

processing. For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-73. 

5. Systems Software 

Control Objective(s) 

(a) Selection and Installation of Systems 

Software - Systematic procedures should be 
followed to identify, select, and install 

system software. For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-75. 

(b) Systems Software Maintenance - System 
software changes should be properly 

documented, tested, and approved before 

implementation. For examples of applicable 

control techniques, refer to Attachment A, 

p .  111-77. 

(c) Systems Software Security - Access to 
system software and related documentation 

should be restricted to authorized 

personnel. For examples of applicable 
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control techniques, refer to Attachment A, 

p. 111-75. 

(b) Systems Software Maintenance - System 
software changes should be properly 

documented, tested, and approved before 

implementation. For examples of applicable 

control techniques, refer to Attachment A, 

p. 111-77. 

( c )  Systems Software Security - Access to 
system software and related documentation 

should be restricted to authorized 

personnel . For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-79. 

6. Data Center Operations 

Control Objectives(s) 

(a) Operations Procedures - Formal operations 
procedures and techniques should be used to 

provide reasonable assurance that the 

computer is operated efficiently and 

effectively. For examples of applicable 

control techniques, refer to Attachment 

A, p. 111-81. 

(b) Supervision and Review of Operations - 

Supervision and review of operations should 

provide reasonable assurance that the 

computer is used only €or authorized 
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purposes and that operators are following 

prescribed procedures. For examples of 

applicable control t e c h n i q u e s ,  refer  to 

Attachment A, p. 111-83, 

(c) Input/Output Control and Scheduling - All 
input, error corrections, and output should 

be properly controlled and scheduled to 

ensure accurate and complete processing of 

data and proper distribution of report. For 

examples of applicable control techniques, 

refer to Attachment A, p, 111-85. 

7, Data Center Protection 

Control Objective(s) 

(a) Responsibility for Physical Security and 

Access Control - Responsibility for physical 
security and access control should be 

assigned to competent personnel at appro- 

priate levels within the organization. For 

examples of applicable control techniques, 

refer to Attachment A, p. 111-87. 

(b) Access to Computer Room Equipment, and 

Critical Documents and Forms - Access to 
computer room, equipment, and critical 

documents and forms should, be restricted to 

authorized personnel. For examples of 

applicable control techniques, refer to 

Attachment A, p. 111-89. 
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( c )  Access t o  Programs - Access t o  app l i ca t ion  

program f i l e s  and r e l a t e d  d o c u m e n t a t i o n  

s h o u l d  be res t r ic ted t o  a u t h o r i z e d  

p e r s o n n e l .  Fo r  examples  of app l i cab le  

c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  At .3chment  A ,  p. 

111-91. 

(d) Access t o  Data - Access t o  data  files 

s h o u l d  be res t r ic ted to  a u t h o r i z e d  

p e r s o n n e l .  F o r  examples  o f  a p p l i c a b l e  

c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  A ,  

p. 111-93. 

( e )  Environment  P r o t e c t i o n  - F a c i l i t i e s  and 

f i l e s  s h o u l d  b e  p r o t e c t e d  a g a i n s t  a c c i d e n t a l  

o r  m a l i c i o u s  d e s t r u c t i o n  by f i r e ,  water ,  or 

other h a z a r d s .  For examples  of appl icable  

c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  A ,  p. 

111-95. 

( f )  Background and Disaster  Recovery  - Formal  

procedures s h o u l d  e x i s t  for t h e  backup  of 

c r i t i c a l  d a t a  f i l e s  and p rograms  and f o r  t h e  

r e c o v e r y  of i n f o r m a t i o n  s y s t e m  s e r v i c e s  i n  

t h e  e v e n t  of a n  u n a n t i c i p a t e d  d i sa s t e r  or 

i n t e r r u p t i o n .  F o r  examples of a p p l i c a b l e  

c o n t r o l  t e c h n i q u e s ,  refer t o  At t achmen t  A, 

p. 111-97. 

b. Summary of ADP I n t e r n a l  C o n t r o l s  - A p p l i c a t i o n  C o n t r o l  

E v a l u a t i o n  
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1. Data Origination, Data Input, Data Processing, 

and Data Output (Responsibility: Audit Team - 
Data Organization, Data Input and Data Output; 

IMTEC - Data Processing) 
Control objectives ( s )  

(a) Separation of duties - Key duties and 
responsibilities performed within an 

application should be adequately separated. 

For examples of applicable control techniques, 

refer to Attachment B, p. 111-99. 

2. Data Origination (Responsibility: Audit Team) 

Control objective(s) 

(a) Source Document Origination - Source 
documents should be properly prepared, and only 

by authorized personnel. For examples of 

applicable control techniques, refer to 

Attachment B, p. 111-101. 

(b) Source Document Authorization - Source 
documents should be authorized by persons acting 

within the scope of their authority. For 

examples of applicable control techniques, refer 

to Attachment B, p. 111-103. 

(c) Source Document Data Collection and Input 

Preparation - All authorized source documents 
should be complete and accurate, properly 

accounted for, and transmitted in a timely 

manner for input to the computer system. For 

34 



e x a m p l e s  of a p p l  i cab le  c o n t r o l  t e c h n i q u e s ,  refer 

t o  A t t a c h m e n t  B ,  p. 111-105. 

( d )  S o u r c e  Document Error H a n d l i n g  - Error 

hand1 i n g  p r o c e d u r e s  d u r i n g  d a t a  o r i g i n a t i o n  

s h o u l d  r e a s o n a b l y  a s s u r e  t h a t  errors  and 

i r r e g u l a r i t i e s  are  d e t e c t e d ,  r e p o r t e d ,  and 

corrected. F o r  e x a m p l e s  o f  appl icable  c o n t r o l  

t e c h n i q u e s ,  refer t o  A t t a c h m e n t  B,  p. 111-107. 

( e )  S o u r c e  Document R e t e n t i o n  - S o u r c e  d o c u m e n t s  

s h o u l d  be r e t a i n e d  t o  f a c i l i t a t e  the r e t r i e v a l  or 

r e c o n s t r u c t i o n  o f  d a t a .  For e x a m p l e s  

o f  a p p l i c a b l e  c o n t r o l  t e c h n i q u e s ,  r e f e r  to  

A t t a c h m e n t  B ,  p. 111-109. 

3. Data I n p u t  ( R e s p o n s i b i l i t y :  A u d i t  Team and IMTEC, i f  

n e c e s s a r y )  

Control o b j e c t i v e ( s )  

( a )  Batch--Data C o n v e r s i o n  and E n t r y  - P r o c e d u r e s  

s h o u l d  be e s t ab l i shed  f o r  t h e  c o n v e r s i o n  and e n t r y  

of d a t a  t h a t  e n s u r e  a s e p a r a t i o n  o f  d u t i e s  as well 

as r o u t i n e  v e r i f i c a t i o n  o f  work p e r f o r m e d  i n  t h e  

d a t a  i n p u t  process. F o r  e x a m p l e s  of a p p l  i cab le  

c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  B ,  p. 

111-1 11.  

( b )  Batch--Data  V a l i d a t i o n  and E d i t i n g  - I n p u t  d a t a  

s h o u l d  be v a l i d a t e d  and e d i t e d  t o  p r o v i d e  r e a s o n -  

able a s s u r a n c e  t h a t  e r r o n e o u s  d a t a  are detected 

b e f o r e  p r o c e s s i n g .  Fo r  e x a m p l e s  of appl icable  
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c o n t r o l  t e c h n i q u e s ,  refer  t o  A t t a c h m e n t  B ,  p. 

111-113.  

( c )  Batch- -Data  I n p u t  Error H a n d l i n g  - Errors s h o u l d  

be i n v e s t i g a t e d  and  r e s u b m i t t e d  f o r  p r o c e s s i n g  

p r o m p t l y  and  a c c u r a t e l y .  F o r  e x a m p l e s  o f  appl ic-  

able  c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  B ,  p. 

111-1 15. 

( d )  On-Line--Data C o n v e r s i o n  and  E n t r y  - P r o c e d u r e s  

r e l a t e d  t o  t h e  c o n v e r s i o n  a n d  e n t r y  o f  d a t a  t h r o u g h  

t e r m i n a l s  s h o u l d  be e s t a b l i s h e d  t o  d e t e r  

u n a u t h o r i z e d  u s e .  F o r  examples o f  a p p l i c a b l e  

c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  B ,  p. 

111-117. 

( e )  On-Line--Data V a l  i d a t i o n  and  E d i t i n g  - I n p u t  

d a t a  s h o u l d  be v a l i d a t e d  a n d  e d i t e d  t o  p r o v i d e  

r e a s o n a b l e  a s s u r a n c e  t h a t  e r r o n e o u s  d a t a  a re  

d e t e c t e d  b e f o r e  p r o c e s s i n g .  F o r  e x a m p l e s  o f  

appl icable  c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  A t t a c h m e n t  

B,  p. 111-119.  

( f )  On-Line--Data I n p u t  Error H a n d l i n g  - Errors 

s h o u l d  be i n v e s t i g a t e d  and  r e s u b m i t t e d  f o r  

p r o c e s s i n g  p r o m p t l y  and  a c c u r a t e l y .  F o r  examples 

o f  appl icable  c o n t r o l  t e c h n i q u e s ,  r e f e r  t o  

A t t a c h m e n t  B ,  p. 111-121.  

4.  Data P r o c e s s i n g  ( R e s p o n s i b i l i t y :  IMTEC) 

C o n t r o l  o b j e c t i v e ( s )  
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( a )  Batch--Data P r o c e s s i n g  I n t e g r i t y  P r o c e d u r e s  - 
Formal  p r o c e d u r e s  s h o u l d  be e s t a b l i s h e d  f o r  da ta  

p r o c e s s i n g  t o  e n s u r e  t h a t  d a t a  are  processed 

c o m p l e t e l y ,  a c c u r a t e l y ,  and o n  t i m e .  F o r  examples  

of a p p l  i cab le  c o n t r o l  t e c h n i q u e s  , r e f  er t o  

At t achmen t  €3, p. 111-123.  

( b )  Batch--Data P r o c e s s i n g  I n t e g r i t y  P r o v i s i o n s  - 
P r o v i s i o n s  t o  e n s u r e  complete and a c c u r a t e  process- 

i n g  of da t a  s h o u l d  be i n c l u d e d  i n  a p p l i c a t i o n  

programs.  F o r  examples  of a p p l i c a b l e  c o n t r o l  

t e c h n i q u e s ,  r e f e r  t o  At t achmen t  B ,  p. 

(111-125. 

c )  Batch--Data P r o c e s s i n g  V a l i d a t i o n  and E d i t i n g  - 
Data s h o u l d  b e  v a l i d a t e d  and e d i t e d  d u r i n g  

p r o c e s s i n g  t o  p r o v i d e  r e a s o n a b l e  a s s u r a n c e  t h a t  

e r r o n e o u s  da t a  a re  d e t e c t e d  and reported for 

i n v e s t i g a t i o n .  For  examples  of app l i cab le  c o n t r o l  

t e c h n i q u e s ,  r e f e r  t o  At t achmen t  B ,  p. 111-127. 

( d )  Batch--Data P r o c e s s i n g  Error H a n d l i n g  .- Errors 

i d e n t i f i e d  d u r i n g  d a t a  p r o c e s s i n g  s h o u l d  be 

i n v e s t i g a t e d ,  corrected,  and r e s u b m i t t e d  f o r  

p r o c e s s i n g .  F o r  examples  of appl icable  c o n t r o l  

t e c h n i q u e s ,  r e f e r  t o  At t achmen t  B ,  p. 111-129. 

( e )  Rea l -T ime- -Da ta  P r o c e s s i n g  I n t e g r i t y  P r o c e d u r e s  

- Formal p r o c e d u r e s  s h o u l d  be e s t ab l i shed  f o r  d a t a  

p r o c e s s i n g  t o  e n s u r e  t h a t  d a t a  are p r o c e s s e d  

c o m p l e t e l y ,  a c c u r a t e l y ,  and o n  t i m e .  For examples 
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of applicable control techniques, refer to 

Attachment B, p. 111-131. 

(f) Real-Time--Data Processing Integrity Provisions 

- Provisions to ensure complete and accurate 
processing of data should be included in 

application programs. For examples of applicable 

control techniques, refer to Attachment B, p. 

111-1 33. 

g )  Real-Time--Data Processing Validation and 

Editing - Data should be validated and edited 
during processing to provide reasonable assurance 

that erroneous data are detected and reported for 

investigation. For examples of applicable control 

techniques, refer to Attachment B, p. 111-135. 

h )  Real-Time --Data Processing Error Handling - 
Errors identified during data processing should be 

promptly investigated, corrected, and resubmitted 

for processing. For examples of appl icable control 

techniques, refer to Attachment B, p. 111-137. 

5, Data Output (Responsibility: Audit Team and IMTEC, if 

necessary) 

Control objective(s) 

(a) Batch--Output Balancing and Reconciliation - 
Output should be balanced to record counts and 

control totals, and audit trails. For examples of 

applicable control techniques, refer to Attachment 

B, p. 111-139. 
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(b) Batch--Output Distribution - Output should be 
promptly distributed to authorized users. For 

examples of applicable control techniques, refer to 

Attachment B, p. 111-142. 

(c) Batch--Output Error Handling - Procedures should 
exist to report and control errors contained in 

output. For examples of applicable control 

techniques, refer to Attachment B,p. 111-144. 

(d) Batch--Output Handling and Retention - Output 

hand1 ing and retention procedures should provide 

reasonable assurance that output is properly 

secured and retained for the appropriate time 

period. For examples of applicable control 

techniques, refer to Attachment B, p. 111-146. 

( e )  On-line--Output Balancing and Reconciliation - 
Output should be balanced to record counts and 

control totals, and audit trails should be available 

to facilitate tracing and reconciliation. For 

examples of applicable control techniques, refer to 

Attachment B, p. 111-148. 

(f) On-line--Output Distribution - Output should be 
promptly distributed to authorized users. For 

examples of applicable control techniques, refer to 

Attachment B, p. 111-151. 

(9) On-line--Output Error Handling - Procedures 
should exist to report and control errors contained 

in output. For examples of applicable control 

techniques, refer to Attachment B, p. 111-153. 
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(h) On-line--Output Handling and Retention - Output 
handling and retention procedures should provide 

reasonable assurance that output is properly 

secured and retained for the appropriate time 

period. For examples of applicable control 

techniques, refer to Attachment B, p. 111-155. 

C. .ADP RELATED IMPROVEMENTS RESULTING FROM THE FIA PROCESS 

Objective: Describe ADP related improvements resulting from 

the F I A  process. ( IMTEC will perform this objective using steps 

in Section A-111, Progress and Problems in Internal Control 
I 

Systems.) 

Tasks:  

a. Based on interview and observation, determine improvements 

resulting from the FIA process. 
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SECTION A-I11 

PROGRESS AND PROBLEMS IN IMPROVING 

INTERNAL CONTROL SYSTEMS 

Our objective in this section is to examine the agency's 

corrective actions to determine if they are reasonable, address 

the problems, are effective, and being implemented in a timely 

manner. We will discuss the corrective actions with agency, GAO 

and IG officials and, on a limited basis, test to see that the 

actions are correcting the identified weaknesses and improving 

internal controls. In addition, we will obtain any available 

related data on costs and benefits of the FIA process collected 

by the agency. 

A. Corrective actions for material weaknesses in the 

agency's 1983 annual report to the Congress. 

1 .  Select four of the most significant material 

weaknesses/areas reported (whether corrected 

or not) in the 1983 letter. Factors to 

consider are: 

--Recent audit (GAO and IG) work in the area. 

--Dollars in the area relative to the agency 

budget. 

--Recent congressional or public interest. 

--Longstanding problems that have been his- 

torically difficult to solve. 

--Importance of the area to the agency 

mission or programs. 
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2. Is there a comprehensive corrective action 

plan for each material weakness/area 

reported? 

a. Are the specific problems or weaknesses 

identified and explained? 

b. Are the individual corrective actions 

specifically identified and explained? 

c. Were alternative actions developed and 

considered? 

d .  Have milestones been e s t a b l  i s h e d ?  

e. Has responsibility for implementing the 

plan been specifically assigned? 

f. Has the plan been approved by top agency 

management? 

g .  Does the plan call for additional 

resources? Have they been requested 

and/or assigned? 

h. Are the corrective actions supported by a 

cost/benefit analysis? If s o ,  document 

the expected costs and benefits to the 

agency. 

i. How old is the plan? Has implementation 

been previously attempted? What were/are 

the problems blocking the implemetation? 

j. Does the plan contain a method for 

evaluating the effectiveness of each cor- 

rective action? 
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3 .  Determine  t h e  s t a t u s  o f  t h e  a g e n c y ' s  correc- 

t i v e  a c t i o n  p l a n  f o r  t h e  f o u r  s e l e c t e d  areas 

(may have  been done  i n  s e c t i o n  A-I.G.2 p. 

1 8 ) .  

a. A r e  t h e  m i l e s t o n e s  b e i n g  m e t ?  I f  n o t ,  

why n o t ?  

b. Has t h e  agency  measured t h e  e f f e c t i v e n e s s  

o f  c o r r e c t i v e  a c t i o n s  t h a t  have  been 

implemented ( s u c h  as t e s t i n g ) ?  

c. I f  measured ,  what a re  t h e  results? 

d .  I f  a c t i o n s  have  n o t  been  e f f e c t i v e ,  what 

h a s  t h e  agency  done  t o  s o l v e  t h e  problem? 

4 .  D i s c u s s  t h e  problem areas and c o r r e c t i v e  

a c t i o n  p l a n  w i t h  c o g n i z a n t  GAO and I G  a u d i t  

p e r s o n n e l .  O b t a i n  t h e i r  v i ews  on whe the r  

- - the problem s t a t e m e n t s  a d e q u a t e l y  r e f l e c t  

t h e  a c t u a l  problems,  

- - the  c o r r e c t i v e  a c t i o n s  w i l l  s o l v e  t h e  

problems,  

- - the  m i l e s t o n e s  are r ea l i s t i c  and 

a c h i e v a b l e  , and 

- - the  ove ra l l  c o r r e c t i v e  ac t ion  p l a n  is 

real is t ic  and a c h i e v a b l e .  

I f  any o f  t h e  above  are n e g a t i v e ,  o b t a i n  

t h e i r  views on  what  t h e  r ea l  i s s u e s  are.  

5. W e  s h o u l d  d i s c u s s  t h e  p l a n  w i t h  agency  

managers  i n v o l v e d  i n  t h e  problem areas. T h i s  

s h o u l d  i n c l u d e ,  depend ing  on  t h e  circum- 

s t a n c e s ,  t h e  p e r s o n  (or g r o u p )  who s t u d i e d  
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t h e  problem and/or  wrote t h e  c o r r e c t i v e  

a c t i o n  p l a n ;  t h e  p e r s o n  ( o r  g r o u p )  respon-  

s ib l e  for implement ing  t h e  p l a n ;  and t h e  man- 

a g e r  o f  t h e  o r g a n i z a t i o n  i n v o l v e d .  O b t a i n  

t h e i r  v iews  on  whe the r  

- - the  problem or s t a t e m e n t  a d e q u a t e l y  

r e f l ec t s  what t h e  real  p rob lems  are ,  

- - the  c o r r e c t i v e  a c t i o n s  w i l l  s o l v e  t h e  

problems, 

- - the  m i l e s t o n e s  are  real i s t i c  and 

a c h i e v a b l e ,  

- - the o v e r a l l  c o r r e c t i v e  a c t i o n  p l a n  is 

r ea l i s t i c  and a c h i e v a b l e ,  and 

- - t h e  p l a n  w i l l  a c h i e v e  its projected 

b e n e f i t s .  

6. Based on t h e  above  a n a l y s i s ,  form a n  o p i n i o n  

on  t h e  o v e r a l l  wor th  ( v a l i d i t y )  of t h e  p l a n .  

Comment s p e c i f i c a l l y  on  e a c h  of t h e  p o i n t s  i n  

4 and 5 above.  Depending on  t h e  s t r e n g t h  of 

your  o p i n i o n  and t h e  s u p p o r t  you have  for it ,  

you have s e v e r a l  o p t i o n s :  

--If you c o n c l u d e  t h a t  t h e  p l a n  d e f i n i t e l y  

w i l l  n o t  accompl i sh  i t s  o b j e c t i v e ,  d i s c u s s  

your  c o n c l u s i o n  i n  your  agency  r e p o r t .  You 

s h o u l d  a l so  a d v i s e  t h e  GAO program a u d i t  

g r o u p ( s )  o f  t h e  s i t u a t i o n  s’o t h e y  c a n  con- 

s ider  an  i n d e p t h  a u d i t  of t h e  area. 
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--If you suspect that the plan will not 

accomplish its objectives, discuss it with 

the GAO audit group and ask them to con- 

sider it for an indepth audit. In the 

report you should say that GAO has some 

concerns about the plan and will monitor 

its implementation. 

--If you have no major concerns about the 

plan, you should consider saying in your 

agency report that GAO sees nothing in the 

agency plan that would prevent successful 

implementation, but because the problem is 

(complex, longstanding, dependent on future 

congressional support, etc. [choose one or 

morel ) we will continue to monitor its 

implementation. 

Teams should recognize that the major problems reviewed in 

this section are probably too complex and difficult to solve for 

us to endorse a corrective action plan in a GAO report. 

B. Corrective actions in feeder reports and individual 

VAs/ICRs. 

1. Using the sample of VAS and ICRs selected and 

reviewed in section A-I.G.1 (p. 16) of these 

guidelines complete the following steps. 
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(You s h o u l d  a l so  i n c l u d e  w e a k n e s s e s  from 

f e e d e r  reports.) 

a. E v a l u a t e  t h e  c o r r e c t i v e  a c t i o n  p l a n  for 

e a c h  VA or ICR s e l e c t e d .  S i n c e  t h e  d e p t h  

o f  t h e  c o r r e c t i v e  a c t i o n  p l a n  w i l l  v a r y  

a c c o r d i n g  t o  t h e  c o m p l e x i t y  of t h e  

problem,  t h e r e  are no  s t a n d a r d  r e v i e w  

s teps  f o r  a p l a n .  F o r  some major 

weaknesses ,  e a c h  o f  t h e  s teps  i n  A-1II.A. 

above  s h o u l d  b e  repeated. For o t h e r s ,  a 

simple r e a d i n g  and judgment  of 

r e a s o n a b l e n e s s  w i l l  be s u f f i c i e n t .  The 

f o l l o w i n g  q u e s t i o n s  s h o u l d  be  answered:  

--Does t h e  p l a n  a d e q u a t e l y  a d d r e s s  t h e  

problem? 

--Does t h e  p l a n  a r r i v e  a t  a r e a s o n a b l e  
6' 

s o l u t i o n ?  

b. E v a l u a t e  t h e  e f f e c t i v e n e s s  of s e l e c t e d  

c o r r e c t i v e  a c t i o n s  t h a t  have  been  

implemented.  

( 1 )  O b t a i n  e v i d e n c e  of and v e r i f y  

i m p l e m e n t a t i o n .  Does it  

a d d r e s s  and s o l v e  t h e  problem? 

I f  f e a s i b l e ,  l i m i t e d  t e s t i n g  

s h o u l d  b e  d o n e  . 
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(2) How did the agency assure 

itself that the corrective action 

solved the problem? 

2. Express an opinion on the overall 

effectiveness of the corrective action plans 

and corrective actions examined under t h i s  

subsection (A-111. B.) 

C. Benefits accruing to agencies from F I A  include 

actual and planned improvements to internal 

controls as well as indirect benefits such as a 

greater awareness by management of the need for 

good internal controls. 

1 .  Ask F I A  officials and the managers of the 

programs, functions, or activities where F I A  

work took place, their opinion on the actual 

and potential benefits of F I A .  The discus- 

sions should also include the effect that F I k  

is having on problem areas that were known 

prior to implementation of F I A .  Officials 

and managers should be interviewed at agency 

headquarters and field locations where we 

perform the audit work. Interviews in this 

section should be conducted at the same time 

as other audit work in this program as 

appropriate. 
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a. I d e n t i f y  s p e c i f i c  b e n e f i t s  s u c h  as 

( 1 )  improved s y s t e m s  of i n t e r n a l  

control  s ,  

( 2 )  i n c r e a s e d  awareness of t h e  impor- 

t a n c e  of i n t e r n a l  c o n t r o l s  by mana- 

gers a t  a l l  levels, and 

( 3 )  o t h e r s  ( g i v e  e x a m p l e s ) .  

2 .  Some a g e n c i e s  a re  c o l l e c t i n g  d a t a  on  t h e  

costs of implement ing  t h e  F I A .  I f  t h i s  is 

t h e  case i n  your  agency ,  o b t a i n  t h e  

i n f o r m a t i o n .  
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SECTION A-IV 

ASSESSMENT OF THE REASONABLENESS OF THE 

AGENCY'S SECOND ANNUAL ASSURANCE LETTER 

Following the work performed in the first three sections of 

this guide, our objective is to assess the resonableness of the 

agency's annual assurance letter. We will object to an agency's 

statement of assurance if we observe something of significance 

to contradict the statement. This work program, however, is - not 

designed to give audit teams the ability or information to 

endorse the agency's statement of assurance. An endorsement 

would require extensive auditing or statistically significant 

sample testing of an agency's internal controls. 

During the course of this review effort, we have evaluated 

several VAS and ICRs, as well as the agency's compliance with 

OMB guidelines. The results of these evaluations and our insti- 

tutional knowledge should affect our assessment of the reason- 

ableness of the agency's assurance letter. 

A. In assessing the reasonableness the auditor should 

consider whether: 

1.  The agency's internal control process com- 

plied with the OMB's guidelines. We will 

challenge the agency's assertion that it 

followed the guidelines if there is a 

deviation which, in our opinion, materially 

affects the agency's ability to state that it 

followed the guidelines. 
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2. T h e  a g e n c y  d i d  n o t  i n c l u d e  a l l  programs, - 
a c t i v i t i e s ,  a n d  f u n c t i o n s  i n  i ts i n t e r n a l  

c o n t r o l  e v a l u a t i o n  process. I f  i t  h a s  

omit ted s i g n i f i c a n t  a c t i v i t i e s  w e  w i l l  t a k e  

e x c e p t i o n  t o  t h e  a g e n c y ' s  s t a t e m e n t  t h a t  it 

c o m p l i e d  w i t h  OMB'S g u i d e l i n e s .  

3 .  The  a g e n c y ' s  w e a k n e s s e s  ( r e p o r t e d  a n d  

u n r e p o r t e d ) ,  when t a k e n  i n  t h e  aggregate,  are 

of s u c h  m a g n i t u d e  or i m p o r t a n c e  t h a t  t h e  

a g e n c y  c a n n o t  assert  t h a t ,  " t a k e n  as  a 

whole" ,  i t  h a s  r e a s o n a b l e  a s s u r a n c e .  

4 .  T h e  a g e n c y  d i d  n o t  report  a l l  known ( t o  t h e  

a g e n c y )  material  w e a k n e s s e s .  I n  t h i s  case, 

w e  w i l l  p o i n t  o u t  t h e  o m i s s i o n s .  
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PART B 

G U I D E L I N E S  FOR PERFORMING F I A  
SECTION 4 A U D I T  WORK 

T h e  a c t  r e q u i r e s  t h e  a g e n c i e s  t o  s u b m i t  a n  a n n u a l  s t a t e m e n t ,  

by December 31,  t o  t h e  P r e s i d e n t  and  t h e  C o n g r e s s  o n  w h e t h e r  t h e i r  

a c c o u n t i n g  s y s t e m  c o n f o r m s  t o  t h e  a c c o u n t i n g  p r i n c i p l e s ,  s t a n d a r d s  

and  related r e q u i r e m e n t s  p rescr ibed  by  t h e  Comptroller G e n e r a l  

OBJECTIVES 

The  o b j e c t i v e s  o f  o u r  r e v i e w  a re  to  ( 1 )  u p d a t e  and  e v a l u a t e  

t h e  a g e n c i e s '  progress i n  e v a l u a t i n g  t h e i r  a c c o u n t i n g  s y s t e m s ,  ( 2 )  

d e t e r m i n e  t h e  a d e q u a c y  of a g e n c i e s '  p l a n s  and  completed a c t i o n s  f o r  

c o r r e c t i n g  i d e n t i f i e d  a c c o u n t i n g  s y s t e m  d e f i c i e n c i e s  i n c l u d i n g  de- 

t e r m i n a t i o n s  of a c t i o n s  and  p l a n s  f o r  i m p l e m e n t i n g  r e v i s e d  T i t l e  2 ,  

and  ( 3 )  assess t h e  r e a s o n a b l e n e s s  of a g e n c i e s '  a n n u a l  s t a t e m e n t s  o f  

a c c o u n t i n g  s y s t e m s '  c o n f o r m a n c e  w i t h  t h e  C G ' s  p r i n c i p l e s  and  

s t a n d a r d s .  

I n  September 1983, t h e  Comptroller G e n e r a l  sugges ted  s e v e r a l  

a c t i o n s  t h a t  a g e n c i e s  s h o u l d  take u n t i l  formal OMB g u i d e l i n e s  are 

ava i l ab le .  These  s u g g e s t i o n s  i n c l u d e d  e s t ab l  i s h i n g  a n  i n v e n t o r y  

of a c c o u n t i n g  s y s t e m s ,  i d e n t i f y i n g  s y s t e m  d e v i a t i o n s  from G A O ' s  

P&S p r e v i o u s l y  reported, i d e n t i f y i n g  s y s t e m  e n h a n c e m e n t  projects,  

h a n k i n g  s y s t e m s  a c c o r d i n g  t o  t h e  m a t e r i a l i t y  of p o t e n t i a l  devia-  

t i o n s  from G A O ' s  P&S, and  i n i t i a t i n g  r e v i e w s  o f  major s y s t e m s .  I n  

t a k i n g  t h e s e  a c t i o n s ,  w e  b e l i e v e  t h a t  a g e n c i e s  s h o u l d  g i v e  c a r e f u l  

'The  t e r m  G A O ' s  P&S u s e d  t h r o u g h o u t  t h e  a u d i t  program refers t o  t h e  
Comptroller G e n e r a l ' s  A c c o u n t i n g  P r i n c i p l e s  and  S t a n d a r d s  ( T i t l e s  
2 ,  4 ,  5, 6 ,  a n d  7 )  and  r e l a t ed  r e q u i r e m e n t s  s u c h  as T r e a s u r y  
Fiscal R e q u i r e m e n t s  Manua l ,  OMB C i r c u l a r s ,  etc.  Also, a g e n c y  
a c c o u n t i n g  s y s t e m s  m u s t  i n c l u d e  i n t e r n a l  c o n t r o l s  t h a t  comply  w i t h  
t h e  Comptroller G e n e r a l ' s  i n t e r n a l  c o n t r o l  s t a n d a r d s .  See 
a p p e n d i x  I f o r  a l i s t  of r e q u i r e m e n t s  t o  be c o n s i d e r e d .  
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consideration to organizing the process, identifying and following 

up  on corrective actions deemed necessary for correcting system 

deviations, and establ ishing a reporting process for consolidating 

results for the agency's report. 

These Guidelines provide a framework for determining whether 

agencies' statements on conformance with GAO's Principles and 

Standards are accurate. Upon completion of this work, auditors 

should prepare a summary which will conclude ( 1 )  whether the 

agency's inventory of accounting systems is accurate and complete, 

(2) whether the statement considers all material system 

deficiencies identified by the agency, by GAO or by others, and ( 3 )  

whether the agency adequately evaluated and tested its systems to 

determine whether they comply with GAO's P&S. The summary should 

clearly state our scope and methodology. 

As a result of experience gained during the first year we have 

revised our b a s i c  a u d i t  approach and reporting requirements. These 

guidelines do not identify all audit steps needed to complete our 

work--instead the guidelines include the minimum requirement neces- 

sary to provide a basic understanding of each agency's Section 4 

process for and progress in evaluating its accounting systems. 

These guidelines will also provide for an assessment of the 

agencies' progress toward correcting identified accounting system 

weaknesses. In instances where an agency's process for evaluating 

its systems is inadequate or our staff has reason to question the 

results of the evaluation, the audit staff may supplement these 

guidelines with additional audit steps to test the system and 

possibly take exception to the agency's report to the Congress. 
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One g o a l  of o u r  second y e a r  e f f o r t  is t o  d e v e l o p  i n f o r m a t i o n  

t h a t  w i l l  e n a b l e  u s  t o  compare and contrast  a g e n c i e s '  e f f o r t s  t o  

implement s e c t i o n  4 of  t h e  A c t .  I n  a d d i t i o n  t o  i d e n t i f y i n g  

problems a s s o c i a t e d  w i t h  a c c o u n t i n g  sys t em d e f i c i e n c i e s  and 

i n t e r n a l  c o n t r o l  weaknesses  we want t o  o b t a i n  examples  where 

a g e n c i e s  have  been  successful i n  d e v e l o p i n g  and implement ing  good 

p r a c t i c e s  r e l a t e d  t o  e v a l u a t i n g  a c c o u n t i n g  s y s t e m s  ( e .g .  

deve lopment  o f  a comprehens ive  t r a i n i n g  p rogram) .  
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SECTION B-I 

AGENCIES' PROGRESS 

Our objective is to update and evaluate the agencies' progress 

in evaluating their accounting systems. 

The purpose of this section is to develop information on the 

agencies' organization and implementation of its evaluation process 

for determining acounting systems' conformance with GAO's P&S. 

General Tasks 

1. 

2. 

3 .  

Develop an inventory of system deviations using any of the 

following which provide current information: 

--GAO reports, 

--IG reports, 

--consultant/contractor studies and reports, and 

--congressional hearings. 

Supplement this information through discussions with knowledge- 

able GAO staff and agency IG1 officials. 

Review prior year workpapers and reports relating to the FIA 

effort. For example: 

--GAO's FIA report to the agency, 

--GAO's overall FIA report to the Congress, 

--the agency's 1983 F I A  report, 

--any IG and OMB reports on the FIA process, and 

--consultant and other reports relating to Section 4 .  

IThe term IG refers to the Inspector General or the equivalent; for 
example, internal audit. 
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4.  C o o r d i n a t e  w i t h  GAO S e c t i o n  2 and IMTEC teams t o  reduce  d u p l i -  

c a t i o n  of e f f o r t s ,  for example,  j o i n t  m e e t i n g s  w i t h  t h e  I G .  

5 .  C o o r d i n a t e  w i t h  OMB on t h e i r  p l a n s  f o r  y e a r  t w o  t o  reduce  

d u p l i c a t i o n .  

6. C o o r d i n a t e  w i t h  t h e  I G  t o  d e t e r m i n e  t h e i r  p l a n s  f o r  S e c t i o n  4 

FIA work. 

a. Determine  t h e  role g i v e n  t o  t h e  I G  i n  t h e  o v e r a l l  

compl i ance  e v a l u a t i o n  e f f o r t .  For ins tance ,  was t h e  I G :  

- -p rov id ing  technica l  assistance to  t h o s e  pe r fo rming  t h e  

compl i a n c e  e v a l u a t i o n s .  

- - i n c l u d i n g  r e v i e w s  of i n t e r n a l  c o n t r o l s  i n  a l l  a u d i t s .  

--commenting on  t h e  a g e n c y ' s  f i n a l  report  f o r  S e c t i o n  4 .  

- -moni tor ing  and p r o v i d i n g  comments o n  t h e  compl i ance  

e v a l u a t i o n  e f f o r t  t o  make c e r t a i n  i t  was p r o p e r l y  

per formed and i n  accordance w i t h  t h e  agency  and OMB 

g u i d e 1  i n e s .  

- - s e l e c t i v e l y  r e v i e w i n g  t h e  compl i ance  e v a l u a t i o n s  t o  

assess q u a l i t y ,  t i m e l i n e s s ,  and c o n s i s t e n c y .  

b. De te rmine  what o b j e c t i v e s  and t a s k s  o f  t h i s  a u d i t  program 

have  been o r  w i l l  be accomplished by t h e  I G ,  w h i c h  w e  could 

u s e  i n  c o n j u n c t i o n  w i t h  or i n  l i e u  of o u r  work. To  

accomplish t h i s :  

- - review t h e  I G  workpapers ,  work programs,  repor t s ,  

g u i d e l i n e s ,  e tc .  

- - e v a l u a t e  w h e t h e r  t h e  I G  work may be used i n  c o n j u n c t i o n  

w i t h  o r  i n  l i e u  of o u r  work. 
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T a s k s  For E v a l u a t i n g  Agenc ie s '  
O r g a n i z a t i o n  and G u i d e 1  i n e s  

I n  t h i s  s e c t i o n  w e  w i l l  be conce rned  w i t h  e v a l u a t i n g  t h e  

a g e n c i e s '  o r g a n i z a t i o n  and g u i d e l i n e s  f o r  e v a l u a t i n g  i t s  a c c o u n t i n g  

sys t ems .  Much of t h i s  work may have  been accomplished d u r i n g  o u r  

f i r s t  y e a r s '  e f f o r t .  T h e r e f o r e ,  t h e  a u d i t o r  s h o u l d  m e r e l y  u p d a t e  

t h e  process where w a r r a n t e d .  

1 .  Describe t h e  o r g a n i z a t i o n a l  s t r u c t u r e  d e s i g n a t e d  for  d e t e r -  

min ing  i f  t h e  a g e n c y ' s  a c c o u n t i n g  sys t em is i n  conformance w i t h  

G A O ' s  P&S. 

a. De te rmine  w h e t h e r  t h e  s t r u c t u r e  w a s  s e t  f o r t h  i n  w r i t t e n  

d i r e c t i v e s  and o b t a i n  copies of t h e  d i r e c t i v e s ,  i n s t r u c -  

t i o n s ,  and o t h e r  g u i d a n c e  p u b l i s h e d  by t h e  agency.  

b. De te rmine  whe the r  o r g a n i z a t i o n s  h a v i n g  r e s p o n s i b i l i t y  f o r  

d e s i g n i n g  and o p e r a t i n g  a c c o u n t i n g  s y s t e m s  have  r e c e i v e d  

t h e  g u i d a n c e  and were aware of t h e  e f f o r t .  

c. D e t e r m i n e  w h e t h e r  o v e r a l l  r e s p o n s i b i l i t y  for t h e  e f f o r t  w a s  

a s s i g n e d  t o  a s e n i o r  agency  o f f i c i a l  s u c h  a s  t h e  A s s i s t a n t  

S e c r e t a r y  for F i n a n c i a l  Management o r  Comptroller. I f  

a s s i g n e d  t o  a l o w e r - l e v e l  o f f i c i a l ,  d e t e r m i n e  i f  t h e  

o f f i c i a l  h a s  s u f f i c i e n t  a u t h o r i t y  t o  d i r ec t  and c o o r d i n a t e  

t h e  e f f o r t ,  and r e s o l v e  c o n f l i c t s .  

d .  Dete rmine  whe the r  t h e  d i r e c t i v e s  e s t a b l i s h e d  s p e c i f i c  

r e s p o n s i b i l  i t y  f o r  c o n d u c t i n g  and m o n i t o r i n g  t h e  compl i ance  

e v a l u a t i o n s ,  a s s u r i n g  t h a t  u n i f o r m  q u a l i t y  is  m a i n t a i n e d  

for a l l  e v a l u a t i o n s ,  summarizing and c o n s o l i d a t i n g  t h e  

r e s u l t s  of t h e  compl i ance  e v a l u a t i o n s  f o r  t h e  agency  h e a d ' s  
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report, and describing what action has or shall be taken to 

correct identified deficiencies. 

e. Determine whether the agency's current organization 

provides for considering ADP controls. 

2. Determine whether the agency has developed guidelines for 

conducting evaluations of its accounting systems. 

a. If not, ask agency officials how they plan to meet the F I A  

Section 4 reporting requirements. 

b. If so, compare the agency's guidelines to t h e  OMB 

guidel ines. 

--Document specific instances where agency guidelines fall 

short of the intent of OMB guidelines. 

--Document specific instances where agency guidelines 

exceeded requirements of the OMB guidelines. 

--In instances where agency's guidelines specify a process 

other than the OMB guidelines, determine the adequacy of 

the process guidel ines. 

3 .  Document instances where the agency's guidelines were not a 

good tool for conducting evaluations. Regardless of whether 

the OMB guidelines are issued or not, the agency guidelines 

should address: 

--developing a comprehensive accounting system inventory, 

--identifying and providing training for conducting the 

evaluations, 

--identifying the IG's role in the evaluation effort, 

--ranking and scheduling agency accounting systems for 

eval uat ion, 

--establishing system control objectives, 
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--identifying control techniques based on statutes and GAO's  

P&S , 
--testing critical techniques in operation, 

--identifying and determining reportable system deviations, 

--implementing a process for determining' the validity of data 

included in the agency's financial reports, 

--documenting the process used to evaluate the accounting 

systems, 

--using the evaluation results to report conformance/noncon- 

formance with the GAO's P&S, 

--implementing'a tracking and follow-up system to monitor the 

status of actions recommended as a result of system evalua- 

tions , 
--coordinating results of accounting system compl iance evalua- 

tions with accounting and financial management deficiencies 

disclosed in internal control reviews, and 

--assuring that uniform quality is maintained for all 

evaluations . 
4 .  Determine the adequacy of documentation requirements for com- 

pliance evaluations. 

issued concerning the preparation and maintenance of adequate 

documentation on the compliance evaluation results. If written 

guidelines are available, do they require a description of: 

--the documentation of the evaluation results, 

--the accounting system/subsystem evaluated , 
--the methodology and basis used in the compliance evaluation, 

--the organizational components involved and their roles in the 

Include what written guidelines were 

performance of the compliance evaluation, 



--what principles and standards were included within the scope 

of the evaluation, 

--what principles and standards were not being met, 

--the extent and results of transaction testing, 

--what action was taken or is planned to correct the identified 

deviations, 

--the organizational unit/person to which the compliance 

evaluation, results will be reported, 

--the role of the IG in reviewing the documentation for comple- 

teness and accuracy, and 

--provisions for the documentation of conclusions reached in 

the compl iance evaluations. 

5. Determine whether the agency has established a reasonable 

schedule such as a 5-year plan, with target dates for 

performing evaluations of its systems conformance with the 

GAO'S P&S.  

a. Obtain a copy of the agency's schedule for performing 

eval uations . 
b. Compare the scheduled dates with the actual dates of 

performance and document significant slippages in the 

schedule. 

6. Determine if an internal reporting and summarization process 

has been established to communicate the results of the com- 

pliance evaluations. Comment on the following: 

--has the agency established pol icies and procedures for the 

internal reporting and summarization process? 
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--how will the compliance evaluation be reported from those 

performing the evaluation and how will the results be 

consol idated at any "intermediate" organizational levels? 

--will the reporting format be conducive for entering the 

results into the agency's follow-up system? 

--to what organizational level will the results be reported? 

7. Determine the agency's overall progress in developing and 

implementing procedures for evaluating its accounting systems 

for compl iance. 

a. Determine whether the agency has initiated or completed any 

accounting system evaluations. 

b. If no evaluations were completed, determine the agency's 

plans for meeting the act's requirements. 

8. Based on ( 1 )  the extent of the agency IG's planned efforts, and 

(2) the agency's progress in implementing Section 4 of the act, 

make an initial determination of the level of effort required 

by GAO to meet the objectives in these guidelines. 
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Tasks  For Evaluatinq 
ImDlementation Of The Process 

In performing the tasks under this section, we will evaluate 

( 1  ) the completeness of the agency's accounting system inventory, 

and (2) the adequacy of the agency's performance of compliance 

evaluations and the consolidating and reporting of the evaluation 

results. Relative to the inventory, this work may have been 

accomplished during our first year effort and need only be updated 

as 

1 .  

2. 

3 .  

appropriate. 

Obtain a copy of the current accounting systems inventory from 

the agency. If unavailable, 

a. Determine the status of the agency's plan for developing an 

inventory. 

b. Determine if the plan appears reasonable, including target 

dates for finalizing the inventory and procedures for up- 

dating the inventory. 

If the inventory is available, describe what the agency did to 

make certain that all its accounting operations were included 

in the inventory and determine if the agency included provi- 

sions for ensuring the inventory is updated as systems are 

replaced or modified. 

Ask the agency to provide an overview describing each system/ 

subsystem and their relationship to each other and to other 

financial management systems within the agency as well as 

the centralized accounting/reporting system of the central 

agencies. 

a. Determine if the overview describes all the systems/ 

subsystems on the agency's inventory. 
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b. Determine if the overview describes the operation of each 

system/subsystem in terms of whether it is 

--operating on a standardized or nonstandardized basis, 

--manual or automated, 

--operating on a centralized or decentralized basis. 

c. Determine if the overview describes 

--information captured and recorded by each system, 

--records and reports created and used by each system, 

--information transferred between systems, 

--control procedures used in each system, 

--flowcharts describing system inputs, key processing 

steps, system controls and outputs, and 

--procedures manuals for computer and manual operations. 

d. Determine if the overview describes the relationships of 

the accounting system/subsystems to each other and to the 

agency's program, budget, and organizational structure. If 

the agency does not have an integrated accounting and 

budgeting structure, ask agency officials to describe how 

they compare their accounting results to the budget 

structure. 

4 .  If the agency has an inventory, validate it using readily 

available information. For example, 

--Treasury listing of Agency Location Codes. 

--listing of agency ADP accounting applications. 

--unique site identifiers in the agency's accounting 

handbook. 

--breakdown of the financial plan (budget). 

--prior agency accounting system inventories. 
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NOTE: It may not be necessary in all instances to compile all 

5. 

6. 

of the information above to validate the inventory. It 

is extremely important that the auditor use professional 

judgement in determining the accomplishment of this task 

and be able to justify the scope and methodology used. 

Give an *overall opinion on whether the agency's accounting 

systems inventory is complete and accurate based on our work. 

Discuss all disagreements with agency officials and determine 

if t h e  differences are material. 

Evaluate the adequacy of the actual performance of evaluations. 

a. 

b. 

C. 

Determine how the agency ranked its systems for conducting 

evaluations and determine whether their method seems logi- 

cal. Comment on whether the agency considered the results 

of past audits, inspections, studies, vulnerability assess- 

ments, and internal control reviews when ranking systems. 

A l s o ,  comment on whether the agency considered the size of 

the system, its purpose, the dollars accounted for ,  and t h e  

importance of the system to the operation and management of 

the agency. 

Ask the agency to document the resources dedicated for each 

effort in terms of numbers of personnel, staff days, and 

dollars. If the requested breakout is unavailable, obtain 

the best available information. Determine whether a suffi- 

cient level of staff resources was committed to the effort 

in light of the agency size and organizational and manage- 

ment structure. 

If the information is readily available, compare the level 

of effort devoted to the evaluations by organizational 

activity and accounting system/subsystem. 
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d. Determine if the agency assigned personnel with the appro- 

priate technical expertise to conduct the compliance evalu- 

ations of each accounting system. Categorize agency per- 

sonnel as follows: 

--agency comptrol ler/f inancial management personnel , 
--units/users, 

--IG staff, 

--ADP personnel , 
--other internal organizations, 

--contractors/consultants, and/or, 

--others (specify). 

e. Prepare a schedule categorizing the mechanism used by the 

agency for evaluating each accounting system usin the 

following: 

--check1 ist approach, 

--functional reviews, 

--internal reviews, 

--IG or GAO audit report, 

--prior GAO design approval , 
--OMB methodology, and 

--others (specify). 

P 

f. Describe the methods used in performing compliance evalua- 

tions such as: 

--reviewing documented policies and procedures, 

--discussions with the system/subsystem users, 

--observing system operations, 

--testing system operations, 

--knowledge of the using activities/individuals, etc., 

and/or, 
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--other ( s p e c i f y ) .  

g .  De te rmine  i f  t h e  a g e n c y ' s  p r o c e d u r e s  for m a i n t a i n i n g  q u a l -  

i t y  a s s u r a n c e  o v e r  t h e  e v a l u a t i o n  process were f o l l o w e d  and 

i f  t h e y  were a d e q u a t e .  

h. Through r e v i e w  of s e l e c t e d  compl i ance  e v a l u a t i o n s ,  as  w e l l  

as d i s c u s s i o n s  w i t h  agency  p e r s o n n e l ,  comment n whe the r  

t h e  agency  a d e q u a t e l y  addressed t h e  appropriate  p r i n c i p l e s  

and s t a n d a r d s  i n  i t s  r e v i e w s  and i f  t h e  r e v i e w s  were ade- 

q u a t e l y  per formed and documented.  T h e  number of compl i ance  

e v a l u a t i o n s  r ev iewed  w i l l  depend on  s u c h  f a c t o r s  as t h e  

number of e v a l u a t i o n s  p e r f o r m e d ,  t h e  p r o c e d u r e s  a d o p t e d  by 

t h e  agency  t o  assure un i fo rm q u a l i t y  of tbe  e v a l u a t i o n s ,  

t h e  GAO s t a f f  and t i m e  a v a i l a b l e ,  e tc .  I n  c o n d u c t i n g  

r e v i e w s  o f  agency  compl i ance  e v a l u a t i o n s ,  c o n s i d e r  w h e t h e r  

t h e  agency:  

--reviewed t h e  adequacy  of t h e  a c c o u n t i n g  s y s t e m  c o n t r o l  

o b j e c t i v e s  f o r  a s s u r i n g  compl i ance  w i t h  GAO's P&S, 

--reviewed t h e  adequacy  o f  c o n t r o l  t e c h n i q u e s  f o r  a c h i e v i n g  

t h e  c o n t r o l  o b j e c t i v e s ,  

- - t e s t e d  c r i t i c a l  c o n t r o l  t e c h n i q u e s  t o  d e t e r m i n e  whe the r  

t h e y  operate a d e q u a t e l y ,  

- -de te rmined  t h e  s t a t u s  o f  and a d e q u a t e l y  c o n s i d e r e d  pr ior  

GAO and i n t e r n a l  a u d i t s ,  i n s p e c t i o n s ,  s t u d i e s ,  and FIA 

v u l n e r a b i l i t y  a s s e s s m e n t s  and i n t e r n a l  c o n t r o l  r e v i e w  

f i n d i n g s  which  d i s c l o s e d  a c c o u n t i n g  s y s t e m  d e f i c i e n c i e s ,  

- - e v a l u a t e d  and t e s t e d  t h e  adequacy  o f  c o r r e c t i v e  a c t i o n s  

t a k e n  a s  a r e s u l t  of prior a u d i t s ,  s t u d i e s ,  i n s p e c t i o n s ,  

v u l n e r a b i l i t y  a s s e s s m e n t s  and i n t e r n a l  c o n t r o l  r e v i e w s ,  
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- - e v a l u a t e d  t h e  s y s t e m  s t r u c t u r e ,  

- - e v a l u a t e d  t h e  s y s t e m  processes, 

- - eva lua ted  t h e  c o n t r o l s  o v e r  and adequacy  of s y s t e m  

o u t p u t s ,  

- - e v a l u a t e d  c o n t r o l s  o v e r  s y s t e m  i n p u t s ,  

- - v a l i d a t e d  i n f o r m a t i o n  i n  f i n a n c i a l  reports,  

- - a d e q u a t e l y  documented t h e  a c c o u n t i n g  s y s t e m  c o m p l i a n c e  

e v a l u a t i o n s ,  

- - a d e q u a t e l y  r e p o r t e d  t h e  r e s u l t s  o f  compl i a n c e  e v a l u a t i o n s  

t o  agency  o f f i c i a l s  r e s p o n s i b l e  for  t h e  annua l  report 

unde r  S e c t i o n  4 of t h e  FIA and for p l a n n i n g  n e c e s s a r y  

c o r r e c t i v e  a c t i o n s  b a s e d  o n  e v a l u a t i o n  resu l t s ,  and 

--provided adequate q u a l i t y  a s s u r a n c e  o v e r  t h e  e v a l u a t i o n  

process t o  assure t h a t  t h e  e v a l u a t i o n s  were performed 

a d e q u a t e l y ,  c o n s i s t e n t l y ,  and i n  conformance  w i t h  

p r e s c r i b e d  p r o c e d u r e s .  

i. I d e n t i f y  w h a t  GAO P&S were i d e n t i f i e d  by t h e  agency  a s  n o t  

b e i n g  met i n  each a c c o u n t i n g  sys t em/subsys t em.  Prepare a 

s c h e d u l e  of d e v i a t i o n s  i d e n t i f i e d  i n  the compl i ance  e v a l u a -  

t i o n s  . 
j. Dete rmine  i f  t h e  agency  h a s  a p p r o p r i a t e l y  c o o r d i n a t e d  and 

combined,  where f e a s i b l e ,  i ts  e f f o r t s  f o r  p e r f o r m i n g  com- 

p l i a n c e  e v a l u a t i o n s  and i n t e r n a l  c o n t r o l  r e v i e w s .  I f  n o t ,  

d i s c u s s  w i t h  agency  o f f i c i a l s  t h e  r e a s o n s  and document t h e  

r e s p o n s e s .  

k. Give  a n  o v e r a l l  o p i n i o n  o n  w h e t h e r  t h e  agency  conduc ted  

adequate compl i a n c e  e v a l u a t i o n s  and had adequate q u a l  i t y  

a s s u r a n c e  o v e r  i ts  e v a l u a t i o n  process. Document p o s i t i v e  
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aspects or procedures that the agency had in conducting 

compliance evaluations and determining quality assurance of 

the compl iance eval uat ions resul ts . 
7 .  Determine if the reporting and consol idation process provided 

the agency head with sufficient, factual information on whether 

the agency accounting system is in conformance with GAO's P&S. 

a. Review t h e  reports on compliance evaluations selected in 

task 6(h) and determine if results were communicated to the 

person/organization charged with the consolidation respon- 

sibility. If results were not communicated, consider 

expanding the scope of this work. 

b. Determine if the departmental level consolidation effort 

accurately reflected the results of the compliance evalua- 

tions and if the results were accurately communicated to 

the agency head. For example, 

--were any intermediate consolidations accurate and not 

"watered down?" 

--were the results reported to the appropriate person/ 

organizational level? 

--was action taken to verify the accuracy and completeness 

of the summarization and consolidation process at the 

departmental level such as a review by the IG? 

--had the reviewer accumulated all existing information on 

known deviations identified in GAO, agency, consultant 

and contractor reports and was such information used 

during the review process? 

--what questions were identified during the review process 

and how were they resolved? 
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c. Determine whether all existing significant information 

pertaining to deviations from GAO's P&S,  such as GAO, IG, 

and consultant reports, were communicated to the agency 

head. 

8 .  Reach and document your conclusions on whether the agency's 

summarization and consolidation process was done properly, 

and whether it will provide the agency head with sufficient 

factual information upon which to conclude whether the agency's 

accounting system complies with GAO's P&S. 
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SECTION B-I1 

EVALUATING CORRECTIVE 

Our objective is to determine the adequacy of agencies' plans 

and completed actions for correcting identified accounting system 

deficiencies including determinations of actions and plans for 

implementing revised Title 2. 

We want to evaluate the adequacy of agencies' corrective 

actions planned and completed and the capability of their follow-up 

systems to monitor actions taken and projected. Included are tasks 

to determine what the agencies are doing to incorporate revised 

Title 2 into their accounting systems. 

1 .  Determine and describe what actions, if any, were taken or are 

being planned based on the compliance evaluations and on recom- 

mendations, suggestions, and observations in GAO's year 1 re- 

port. Does the agency plan to: 

--develop and conduct training sessions on the need for impor- 

tance of operating the system/subsystem in accordance with 

GAO's P&S. 

--modify/redesign/clarify the system/subsystem to correct any 

deviations from GAO's P&S, 

--take other actions (specify), or 

--take no actions. 

lTitle 2 is currently being revised and we expect to issue the 
revision this summer. Agencies should begin working toward 
implementing the revised title 2; however, full implementation 
w i l l  not be required for purposes of our evaluation of the 
agencies FIA reviews to meet the conformity requirement of the act 
for the agency annual report required December 31, 1984. 

69 



2. 

3 .  

4 .  

5. 

U s i n g  t h e  e v a l u a t i o n s  s e l e c t e d  for review,  d e t e r m i n e  how t h e  

a g e n c y  e v a l u a t e d  t h e  a1 t e r n a t i v e s  ava i l ab le  for  c o r r e c t i v e  

a c t i o n s ,  fo r  e x a m p l e :  cost b e n e f i t  a n a l y s i s ,  r e s o u r c e  a n d  

o p e r a t i o n a l  c o n s t r a i n t s .  

a. 

b. 

C .  

d .  

e .  

D i s c u s s  t h e s e  p l a n s  witb r e s p o n s i b l e  a g e n c y  o f f i c i a l s .  

D e t e r m i n e  w h e t h e r  real i s t i c  m i l e s t o n e s  a n d  t a r g e t  da tes  

( shor t  and  l o n g  r a n g e )  h a v e  b e e n  e s t a b l i s h e d .  

I n  i n s t a n c e s  w h e r e  i d e n t i f i e d  d e f i c i e n c i e s  a re  t a r g e t e d  

for l o n g  r a n g e  c o r r e c t i v e  a c t i o n s ,  d e t e r m i n e  w h a t  i n t e r i m  

m e a s u r e s  t h e  a g e n c y  p l a n s  o n  u s i n g  t o  correct selected 

problem areas w i t h i n  t h e  d e f i c i e n c y .  

D e t e r m i n e  w h e t h e r  t h e  r e q u i r e d  f u n d i n g  a n d  r e s o u r c e s  h a v e  

b e e n  i d e n t i f i e d .  

B a s e d  o n  j u d g e m e n t ,  comment o n  w h e t h e r  t h e  a c t i o n s  p l a n n e d  

w i l l  a d e q u a t e l y  correct t h e  d e f i c i e n c i e s  i d e n t i f i e d .  

D e t e r m i n e  how a g e n c y  o f f i c i a l s  p l a n  t o  a s s u r e  t h e m s e l v e s  t h a t  

c o r r e c t i v e  a c t i o n s  t a k e n  a re  effect ive.  

Prepare a s c h e d u l e  of t h e  s t a t u s  of c o r r e c t i v e  a c t i o n s  f o r  

( 1 )  d e f i c i e n c i e s  i d e n t i f i e d  i n  the f i r s t  year reports a n d  the 

year  2 reviews by  t h e  a g e n c y  a n d  ( 2 )  d e f i c i e n c i e s  i d e n t i f i e d  by 

GAO w h i c h  were n o t  i n  t h e  a g e n c y ' s  repor t ,  I f  a c t i o n s  have n o t  

b e e n  i n i t i a t e d  o r  h a v e  b e e n  i n i t i a t e d  b u t  are  n o t  y e t  f u l l y  

i m p l e m e n t e d ,  d e t e r m i n e  a n d  d o c u m e n t  t h e  r e a s o n s  why. 

D e t e r m i n e  w h a t  n o n - c o n f o r m a n c e s  t h e  a g e n c y  p l a n s  t o  i n c l u d e  i n  

i t s  1984 r epor t  a n d  t h e  p l a n n e d  a c t i o n s  t o  correct t h e  d e f i -  

c i e n c i e s .  

70 



6 .  E v a l u a t e  t h e  p l a n n e d  a c t i o n s  by  c o n s i d e r i n g  t h e  f o l l o w i n g  ( u s e  

d a t a  f rom t a s k  2 above): 

--Does t h e  p l a n n e d  a c t i o n  address t h e  non-conformance 

i d e n t i f i e d ?  

--Does t h e  p l a n n e d  a c t i o n  seem r e a s o n a b l e  for s o l v i n g  t h e  

problem? 

- - H a s  a d e a d l i n e / m i l e s t o n e  been  e s t a b l i s h e d  f o r  implementa-  

t i o n  of t h e  c o r r e c t i v e  a c t i o n ?  

--Has anyone b e e n  d e s i g n a t e d  r e s p o n s i b l e  for  implemen t ing  t h e  

c o r r e c t i v e  a c t i o n ?  

--If t h e  c o r r e c t i v e  a c t i o n  i n v o l v e s  e x t e r n a l  r e s o u r c e s ,  have  

a r r a n g e m e n t s  been  made t o  o b t a i n  t h o s e  r e s o u r c e s ?  ( e .g . ,  h a s  

a c o n t r a c t  b e e n  l e t  or have  f u n d s  been  s e t  a s i d e ? )  

--Prepare a s c h e d u l e  o f  new a c c o u n t i n g  s y s t e m s  and a c c o u n t i n g  

system e n h a n c e m e n t s / r e d e s i g n s  p l a n n e d  o r  c u r r e n t l y  b e i n g  

d e v e l o p e d .  I f  a v a i l a b l e ,  show t h e  cost of each and e x p l a i n  

what s y s t e m  p r o b l e m s  each w i l l  correct. 

7 .  E v a l u a t e  t h e  adequacy  of t h e  a g e n c y ' s  fo l low-up  s y s t e m  for 

e n s u r i n g  t h e  i d e n t i f i c a t i o n  and c o r r e c t i o n  o f  bo th  a c c o u n t i n g  

s y s t e m  i n t e r n a l  c o n t r o l  w e a k n e s s e s  and i n s t a n c e s  of a c c o u n t i n g  

s y s t e m  non-conformance.  

D e t e r m i n e  i f  t h e  s y s t e m  was d e v e l o p e d  spec i f i ca l ly  f o r  

A - 1 2 3  and F I A  r e q u i r e m e n t s  or h a s  b e e n  "p iggy-backed"  o n t o  

a n  e x i s t i n g  a u d i t  fol3ow-up sys t em.  

A s c e r t a i n  i f  t h e  system h a s  t h e  c a p a b i l i t y  t o  m o n i t o r  whe- 

t h e r  c o r r e c t i v e  a c t i o n s  are a c t u a l l y  t a k e n  i n  a c c o r d a n c e  

w i t h  projected c o r r e c t i o n  dates and whe the r  the a c t i o n s  

were e f f e c t i v e .  

71 



--Using the compliance evaluations selected in task 6 (h) 

under "Tasks for Evaluating Implementation of the 

Process,'' (see page 6 4 ) ,  compare the corrective actions 

identifiedand dates for correction with information 

contained in the follow-up system. If information is not 

included in the system, consider expanding the scope of 

this work. 

--Document results of the comparison and reasons for 

differences. 

--If the agency does not have a formal follow-up system, 

determine if the agency has adequate procedures to ensure 

that identified deficiencies are corrected. 

8. Discuss with agency officials and obtain their views on the 

draft GAO PhS (October 1983) .  

a. Determine whether the agency has begun to implement the 

proposed GAO P&S, for example, studies to determine what 

changes are needed in the agency's accounting system, 

contract requirements that systems under development must 

meet the proposed GAO P&S, and/or budget request for 

additional funds to modify systems. 

b. Document plans, progress and problems. 
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SECTION B-I11 

AGENCIES' ANNUAL STATEMENT 

Our objective is to assess the reasonableness of agencies' 

annual statements of accounting systems' conformance with the CG's 

Principles and Standards. We want to ( 1 )  summarize the information 

developed throughout the guidelines and (2) express an opinion on 

the agencies' basis fo r  reporting under Section 4 of the act. 

Tasks For Summarizinq 
Status of Systems 

Using information developed throughout these guidelines, pre- 

pare an overall summary on the status of the agency's accounting 

systems. The summary should include: 

--the status of the agency's inventory of its accounting 

systems subject to reporting under the act 

--a discussion of GAO's principles and standards not met by 

the agency and considered in their 1984 FIA report 

--a discussion of GAO'S principles and standards not met by 

the agency which were not considered in their 1984 FIA 

report 

--a discussion of other major system inadequacies identified 

through our interviews with agency officials 

--a discussion of the comprehensiveness 0-f the agency's plans 

for correcting its accounting system problems and its sched- 

ule for completing corrective actions including new systems 

and system enhancement projects. In instances where identi- 

fied deficiencies are targeted for long range corrective 

actions, discuss what interim measures the agency plans on 
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using to correct selected problem areas within the 

deficiency 

--a discussion of the agency's plans for completing 

evaluations of all its accounting systems 

Tasks For Overall 
Eva1 uation of Basis 
For Reportinq 

If the agency will discuss their plans for reporting with u s  

prior to issuing their final report, it may be necessary to perform 

the tasks in this section twice: first, when evaluating the 

agency's plans for its report; and second, when evaluating the 

agency's actual report, if different from its plans. 

1 .  Express an opinion on: 

--the appropriateness of the agency's organization and 

structure for implementing Section 4 of the act. 

--the adequacy of the agency's inventory of accounting 

systems. 

--the adequacy of the agency's evaluation of systems' 

conformance with GAO's P&S. 

--the adequacy and comprehensiveness of the agency's efforts 

to correct instances of non-conformances with GAO'S P&S. 

--the adequacy of the agency's consideration of identified 

instances of non-conformances with the GAO's P&S when 

reporting to the President and the Congress. 

2. List any deviations from GAO's P&S which the agency identified 

or we identified from past GAO/IG reports, etc. that were not 

considered in the agency's final report. ( U s e  the inventory of 
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system deviations previously developed and other pertinent 

information obtained throughout this review.) Document the 

agency's reasons for excluding these deviations and decide what 

further work should be performed. 

3 .  Determine whether the agency head's report responds fully to 

the requirements of the act and if the language of its report 

accurately describes the agency's compliance with GAO's P&S. 

a. 

b. 

C. 

d. 

Comment on whether the agency report: 

--addresses all of the agency's accounting systems, 

--fully discloses all of the identified accounting system 

deviations from GAO's P&S, and 

--fully discloses the agency's process for evaluating and 

reporting on its systems, including which systems have 

been evaluated and which systems have not. 

Comment on whether the agency process for evaluating its 

systems provided an adequate basis for determining and 

reporting on its systems' compliance with GAO's P&S and 

whether the results of the evaluations support the state- 

ments in its F I A  report. 

Comment on whether the agency's report provides an accurate 

description of the condition of the agency's accounting 

systems and their compliance with GAO's P&S. 

Comment on whether the agency's corrective Action plans are 

viable and comprehensive. 
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APPENDIX I APPENDIX I 

Requirements to be Considered 

Congress: 

Title 31 ,  Money and Finance, of the U.S. Code 

Author i z i ng 1 eg i s 1 at ion 

Appropriation Acts 

Congressional committees' reports 

President: 

Reorganization plans (Reform 8 8 )  

General Accounting Office: 

General Accounting Off ice Pol icy and Procedures Manual for 
Guidance of Federal Agencies 

Federal government accounting series pamphlets 

Decisions of the Comptroller General 

Comptroller General's letters to heads of departments and 
agencies. 

Standards for Internal Controls in the Federal Government 

Office of Management and Budget: 

Circulars 

B u l l  et ins 

Notices 

Office of Personnel Management: 

Federal Personnel Manual 

Department of the Treasury: 

Treasury Financial Manual 

Treasury Financial Manual Bull et ins 

Department Circulars 

General Services Administration: 

Federal Travel Regulations 

Federal Property Management Regulations 
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ATTACHMEWT A 

I C - 1  

SU??.EQXY OF ADP IRTERNAL COETTEZOLS 

General Control  Evaluat ion 

Agency 

System 

Prepared Sy Date 

3ev i ewed Date 

NOTE: Check a l l  techniques t h a t  apply unde r  each sub- 
a rea  of a c t i v i t y .  I f  add i t iona l  c o n t r o l  tech- 
niques are in u s e  but a r e  n o t  l i s t e d ,  record them 
in the  space provided a t  the end of each l ist  of 
c o n t t o l  techniques.  

I. INTERNAL AUDIT 

Inspec tor  General Audit of ADP 

1. Control Standard: Prompt Resolution of Audit Findings 
2.  Control Objective: The Off ice  of Inspec tor  General 

should s u b s t a n t i a t e  and eva lua te  ADP a c t i v i t i e s  and. 
cm t robs  . 

3 .  Control Techniuues: 

The Inspec tor  General h a s  a q u a l i f i e d  ADP a u d i t  team. 

Inspec tor  General personnel review genera l  c o n t r o l s  ir. 
coquter -based  systems. 

Inspec tor  Gener'al personnel perform r o t a t i o n a l  a u d i t s  of 
app l i ca t ion  system and cont ro ls .  

Inspec tor  General personnel review sys tens  development 
a c t i v i t i e s  and proposed sys t ens  con t ro l s .  

Inspec tor  General personnel review s i g n i f i c a n t  modifica- 
t i o n s  t o  app l i ca t ions  and systems software.  

Inspec tor  General personnel u s e  computer-assisted a u d i t  
techniques t o  t e s t  computer programs and v e r i f y  t rans-  
ac t ion  processing. 
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ATTACHMENT A and E 

I/ 
SUMMARY OF ADP INTERNAL CONTROLS- 

The "Summary of ADP Internal Controls" is the instrument used. 

to evaluate the adequacy of ADP controls. The Summary is organized 

in two parts. The first part is designed to analyze general con- 

trols. (Attachment A p. 1 1 1 - 5 5 )  The second is designed to analyze 

applicatipn controls. (Attachment B p. 111-99) 

- 

- 

General controls affect all ADP applications. These controls 

are normally applicable to all processing being carried out within 

the ADP installation. General controls are divided into the fol- 

l o w i n g  areas of ADP activity. 

--Internal audit. 

--Crganization and management of the A D P  department. 

--System design, development, and maintenance. 

--Hazdware. 

--System software. 

--Data center operations,, 

--Data center protection. 

Appiication controls are those controls thac relace specifi- 

cally to the system. They provide reasonable assurance that the 

recording, processing, and reporting of data are properly performed. 

Application controls are divided into the foilowing areas of ADP 

act i vz ty : 

--Data origination. 

--Data Input. 

--Data processing. 

--Data Oucput. 

- 1/ Source: Information System Review - Audit Guide - "Summary of ADP Internal 
Controls"--General Control Evaluation (Attachment A) and Application 
Control Evaluation (Attachment B), GAO/IMTEC. 



I C - 1  

A. Def in i t iCR of T r a n s a c t i o n s  and Events  

1. C o n t r o l  Standard: Execut ion of T r a n s a c t i o n s  and 
Events  

2 .  C o n t r o l  Ob jec t ive :  The ADP Depar tment ' s  o rganiza-  
t i o n a l  s t r u c t u r e ,  p o l i c i e s ,  and procedures  should  be 
c l e a r l y  d e f i n e d  and communicated t o  p rbv ide  r e a s o n a b l e  
a s s u r a n c e  t h a t  ADP p e r s o n n e l  ge r fom.  c o r r e c t l y  t h e  
d u t i e s  they  have been a s s igned .  

3. C o n t r o l  Techniques: 

[ 1 An e x e c u t i v e  ADP management committee e s t a b l i s h e s  agency- 
wide ADP p o l i c i e s  and approves  shor t -  and long-range sys- 
tem and computer equipment p l ans .  

[ 1 An annua l  ADP o p e r a t i n g  budget  is p repa red  and reviewed by 
the e x e c u t i v e  ADP management committee t o  ensure it is 
both  comprehensive and a p p r o p r i a t e .  

d a t e  showing t h e  r e l a t i o n s h i p s  between the ADP depa r t i i en t  
and t h e  rest of t h e  o r g a n i z a t i o n .  

[ I A n  agency o r g a n i z a t i o n  c h a r t  is pub l i shed  and kept up to 

I 1 An ADP depar'-Jnent o r g a n i z a t i o n  cha r t  is pub l i shed  and k e p t  

[ 1 Pomal job d e s c r i p t i o n s  a c c u r a t e l y  r e f l e c t  t h e  d u t i e s  per -  

up t o  date .  

formed and are  k e p t  up t o  d a t e .  

r I Up-to-date p o l i c y  manuals ex i s_ t  and a r e  used by p e r s o n n s l .  

( I Up-to-date p rocedures  manuals e x i s t  and a r e  used by per-  
sonne l .  



I C - l  

B. 

[ I  

[ I  

I 1  

[ I  

[ I  

S e o a r a t i o n  of R e s b o n s i b i l i t i e s  

1. C o n t r o l  Standard: S e p a r a t i o n  of Du t i e s  
2.  C o n t r o l  Ob jec t ive :  Key d u t i e s  and r e s p o n s i b i l i t i e s  

w i t h i n  t h e  ADP department should  be a d e q u a t e l y  separa- 
t e d  t o  reduce  t h e  r i s k  o f  e r r o r s ,  waste, o r  wrongful 
acts 

3 .  Control  Techniaues: 

The ADP depar tment  is independent  of o t h e r  agency 
f u n c t i o n s .  

ADP p e r s o n n e l  are p r o h i b i t e d  from per forming  d u t i e s  w i t h i n  
o t h e r  depar tments .  

The f u n c t i o n s  o f  system a n a l y s i s ,  a p p l i c a t i o n  programming, 
accep tance  t e s t i n g ,  p roduc t ion  schedu l ing ,  equipment oper- 
a t i o n ,  data e n t r y ,  data base management, systems program- 
ming, and data o r i g i n a t i o n  are performed by d i f f e r e n t  
groups  and/or i n d i v i d u a l s  and t h i s  s e p a r a t i o n  is enforced .  

ADP personnel are p r o h i b i t e d  from o r i g i n a t i n g ,  changing, 
or  c o r r e c t i n g  i n p u t  or master f i l e  d a t a  ( e x c e p t  f o r  key- 
punch errors). 

aerlcdic jcblshif': r o t a t i o n s  are  r e q u i r e d .  

ADP personnel are r e q u i r e d  t o  take r e g u l a r l y  scheduled  
v a c a t i o n s .  

111-39 



I C - 1  

,- b.  S u pe rv i s i on 

1. Control Standard: Supervis ion 
2.  Control Object ive:  ADP personnel  should  be properly 

supervised to ensure that  de legated  d u t i e s  are per- 
formed i n  accordance with appropriate  p o l i c i e s  and 
procedures. 

3 .  Control Techniques: 

There is a d i r e c t  l i n e  o f  r e s p o n s i b i l i t y  between every 
subordinate and superv i sor .  

Subordinates'  work is periodically reviewed by super- 
visors * 

No subordinate has  more than one supervisor  wi th in  a group 
or between groups. 
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D. 

[ I  

[ I  

[ I  

Competent Pe r sonne l  

1. Con t ro l  Standard: Competent Pe r sonne l  
2.  C o n t r o l  Objective: ADP personnel should maintain and 

demonst ra te  p e r s o n a l  and p r o f e s s i o n a l  i n t e g r i t y  and a 
l e v e l  o f  s k i l l  n e c e s s a r y  to accomplish t h e  a s s igned  
d u t i e s .  

3. Con t ro l  Tech iaues : 

Personne l  p o l i c i e s  stress h i r i n g  i n d i v i d u a l s  who are ade- 
q u a t e l y  q u a l i f i e d  t o  p e r f o m  their f u n c t i o n a l  r e s p o n s i b i l -  
i t i es .  

Personnel  p o l i c i e s  encourage t r a i n i n g  and development of 
competent pe r sonne l  i n  t h e i r  f u n c t i o n a l  areas. 

A code of conduct governing pe r sonne l  a c t i o n s  is pub l i shed  
and enf otcad. 

Personne l  are p r o p e r l y  screened  for s e c u r i t y  purposes  i~ 
accordance with FPM Letter 732-7. 

Personne l  are p e r i o d i c a l l y  appra i sed  and counse led  an  
t h e i r  performance. 
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111. SYSTEF? EESIGN , DEVZLOPItENT, AND MAINTSNMICE 

A. 

[ I  

[ I  

I 1  

[ I  

I 1  

[ I  

Svstem Acceptance 

1. C o n t r o l  S t anda rd f  Execut ion  of  T r a n s a c t i o n s  and 
Events  

2. Cont ro l  Ob jec t ive :  A formal  system accep tance  p r o c e s s  
should  have been fo l lowed t o  p r o v i d e  r e a s o n a b l e  a s s u r -  
ance t h a t  t h e  system was p r o p e r l y  des igned ,  deve loped ,  
and t e s t e d  b e f o r e  implementat ion.  

3 .  C o n t r o l  T e c h i q u e s :  

The system was s u b j e c t  to  a formal system accep tance  
p r o c e s s  

S u f f i c i e n t  time was allowed and s u f f i c i e n t  s t a f f  members 
( b o t h  i n  numbers and q u a l i f i c a t i o n s )  a l l o c a t e d  for system 
acceptance purposes. 

System accep tance  was performed by i n d i v i d u a l s  independ- 
e n t  o f  t h e  a n a l y s i s ,  d e s i g n ,  and development of t h e  
system. 

The system accep tance  process e v a l u a t e d  whether  both 
manual and automated p r o c e s s e s  were performing  i n  accord7 
anee w i t h  system s p e c i f i c z t i o n s  and p r o c e s s i n g  s t a n d a r d s .  

System accep tance  was performed us ing  d a t a  similar t o ,  b u t  
independent  o f ,  program t e s t i n g  data. 

Once system accep tance  was cample ted ,  b u t  b e f o r e  t h e  sys- 
t e m  was p laced  i n  o n e r a t i o n ,  a ' w r i t t e n  c e r t i f i c a t i o n  t h a t  
t h e  e n t i r e  system p s r f o m e d  i n  accordance  w i t h  a l l  sgeci- 
5 i c a t l o n s  was r e q u i r e d .  
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B .  

[ I  

[ I  

[ I  

[ I  

[ I  

[ I  

[ J  

[ I  

System Ma in ten an cg 

1. Control Standard: Execution of Transactions and 

2. Control Objective: A11 applicationprogram system 

3. Control Techniques: 

User management authorization and written approval are re- 
quired for all application program/system changes. 

ADP management authorization and written apgroval are re- 
quired for all apolication program/system changes. 

IJrogram changes are thoroughly supervised and reviewed by 
programming supervisors. 

Users initiating changes are furnished with documentation 
t h a t  shows changes actually made. 

Users make the final decision on whether a change meets 
t h e i r  needs. 

Events 

changes should be authorized and approved by appro- 
priate user and ADP management personnel. 

An executable load module library .is used for 2roduction 
processing. 

Program library software is used to restrict access to 
computer programs and to report all program changes to 
user and ADP management. 

Computer operators are denied-access to application sys- 
tens documentation. 

Programmers are denied access t o  operations, production 
program files, and production JCL. 

Any progradsystem changes are subjected to system accept- 
ance before being placed in operation. 
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C. Test ina  and Conversion 

1. C o n t r o l  S tandard :  Execut ion of T r a n s a c t i o n s  and 
Events  - - ~- 

2 .  C o n t r o l  Ob jec t ive :  Mew and modi f ied  systems should  be 
p r o p e r l y  tested and implemented/converted . 

3. Cont ro l -Techniaues :  

E 1 Each program, subsystem, and t h e  system as a whole, are 
s e q u e n t i a l l y  and comprehens ive ly  tes ted  beefore implerrtenta- 
t i o n .  

[ I S u f f i c i e n t  t b e  and s taf€  members ( i n  both  numbers and 
q a a l i f i c a t i o n s l  are a l l o c a t e d  for t e s t i n g  purposes .  

! 1 T e s t i n g  is performed only on test f i l e s .  

[ I Users are involved  i n  p r e p a r i n g  t e s t  data. 

[ I Test r e s u l t s  are approved by users and ADP management be- 

I ] Conversion procedures e n s u r e  p rope r  c u t o f f s  2nd conve r s ion  

fore implementat ion.  

of data f i l e s .  

[ 1 T e s t i n g  is performed t o  e v a l u a t e  t h e  * i n t e g r i t y  of , a l l  in- 

[ 1 New and modif ied systems are r u n e p a r a l l e l  t o  o l d  ones  o r  

t e r f a c i n g  systems.  

as p i l o t  systems t o  h e l p  e n s u r e  t h e i r  acccracy. 
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D. Documentation 

1. Control Standard: Documentation 
2. Control Objective: New system and program/system 

changes s h o u l d  be completely documented. 
3. Control Techniaues: - 

mentation standards, as ccntained.in FXPS 38 and 64, is 
required. 

t I Use of generally accepted design, programming, and docu- 

[ I Documentation is periodically reviewed to ensure it is 

I 1 Approved change request forms are required to originate 

current and complete and adheres to established standards. 

program system changes and are sequentially numbered an2 
accounted for. 

[ I ?roqrarn library software is used to document and report 
all changes to user and ADP management. 

[ 9 Y r i t t e n  evidence exists of who perfomed all system analy- 
sis and programming work. 

f l  

I 1  
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IV. SYSTEM HAR.Dt7AX.E 

A. I n t e g r a t e d  Hardware 

Events  

should  be used to  maximize the  p o t e n t i a l  for d e t e c t i n g  
errors d u r i n g  p r o c e s s i n g .  

1. Control Standard: Execut ion of T r a n s a c t i o n s  and 

2. C o n t r o l  Ob jec t ive :  I n t e g r a t e d  hardware c o n t r o l s  

3. ConIkoI Techniques:  

f 1 P a r i t y  b i t  o r  o t h e r . b i t  checks are used t o  detect p a r i t y  
errors.  

[ 1 D u p l i c a t e  read-write o p e r a t i o n s  are used t o  e n s u r e  t h e  
v a l i d i t y  of data transfer. 

1 Data t r a n s m i s s i o n  equipment c o n t a i n s  b u i l t - i n  c o n t r o l s  
( v a l i d i t y  and echo checking ,  etc.1 t h a t  are adequate  for 
checking  t r a n s m i s s  i o n  accuracy .  

s t o r a g e  p r o t e c t i o n ,  and s imilar  checks. 
[ I Program errors are detected by overflow, a d d r e s s i n g ,  
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S e l e c t i o n  and I n s t a l l a t i o n  of Svstern Software 

1. Control Standard: Execution af Transactions and 

2 .  Control Object ive:  Systematic  procedures should be 

3 .  Control Technierlres: 

Formal procedures f o r  i d e n t i f y i n g ,  selecting, and t e s t i n g  
system software e x i s t ,  are  up to date,  and are followed. 

System software was obtained from a reputable manu; Lacturer  
and has  been proven reliable,  

System software is  comprehensively t e s t e d  before being re- 
leased for use. 

Documentation of system software is complete and kept cur- 
rent. 

Events 

followed to identify, select,  and i n s t a l l  system soft- 
ware * 
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3. 

[ I  

[ I  

[ I  

r 1  

Svstem Sofedare Maintenance 

1. C o n t r o l  S tandard :  Execut ion of T r a n s a c t i o n s  and 

2. C o n t r o l  OSjec t ive :  System software changes should be 

3. C o n t r o l  Techniques: 

Fomal p o l i c y  and procedures p e r t a i n i n g  t o  documentat ion 
a n d - t e s t i n g  of system software maintenance e x i s t ,  are up 
t o  . da t e  and are followed. 

Events  

p r o p e r l y  documented, t es ted ,  and aporoved before iin- 
p lemen ta t ion .  

A u t h o r i z a t i o n  and w r i t t e n  approval of all changes .=re r e -  
quired by ADP management before changes are made. 

System software changes are s u b j e c t  to  comprehensive test- 
ing b e f o r e  inp lemen ta t ion .  

Library software documents all system software changes and 
p r o v i d e s  an a u d i t  t r a i l .  

All changes are thoroughly s u p e r v i s e d  and reviewed. 

Access t o  data f i l e s  and a p p l i c a t i o n  programs is den ied  t o  
system programmers making system software changes.  
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C. 

[ I  

I 1  

[ I  

[ I  

Svs tem Software S e c u r i t v  

1. C o n t r o l  S tandard :  Access to and A c c o u n t a b i l i t y  f o r  

2. C o n t r o l  Ob jec t ive :  Access t o  system software and re- 

3. C o n t r o l  Tecfiniuues : 

System programmers are  p roh ib i t ed  from o p e r a t i n g  t h e  com- 
pu t e r  . 
Psr iod i c  s e c u r i  ty background i n v e s t i g a t i o n s  zre performed 
on system programmers, i n  accordance  w i t h  FPM 732-7. 

System software documentat ion is p h y s i c a l l y  s e c u r e  and ac- 
cess is restricted t o  a u t h o r i z e d  system programmers. 

System programs thaf allow normal system or  a p p l i c a t i o n  
c o n t r o l s  t o  be bypassed ( i . e . ,  Super-zap, D i t t o ,  d i r e c t  
f i l e  changes,  etc.) a r e  e i ther  p r o h i b i t e d  o r  p r o t e c t e d  by 
t h e  u s e  of passwords and a r e  used only i n  extreme circum- 
stances and o n l y  i n  the presence  of ADP s u p e r v i s o r y  per- 
sonne l .  

Resources  

lated d o c m e n t a t i o n  s h o u l d  be restricted t o  a u t h o r i z e d  
pe r sonne l .  
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V I .  CATA CENTZE OPEXi 'ZIONS 

A.  Onerations orocedcres 

1. Control Standard: Access to and Accountability f o r  

2.  Control Objective: Fomal operations procedures and 
3esources 

techniqcles should be used to provide reasonable assur- 
ance that the computer is operated efficiently and 
e f €e c t ive l y . 

3 .  Control Teckniques :  

[ I Detziled, written operator instructions a t e  up t o  date and 
followed for each application, including set-up, f i l e  dis- 
position, error response, and restart and recovery. 

[ 1 Program and system design minimize operator processing 
actions. 

I I Computer files are uniquely identified to ensure easy 
reference or' storage media. 

[ 1 Current production proqrams are identified and distin- 
guished from superseded and test versions. 

[ 1 Formal preventive maintenance procedures have Seen estab- 
lished and are followed. 

[ I Formal malfunction reporting procedures have been estab- 
lished and are followed e 

[ 1 A plan exists that provides f o r  the continuous monitoring 
and rsviev of equipment perfmance and requirements. 

111-81 



I C - 1  

B.. Supervis ion and R e v i e w  of Operat ions 

1. Control  Standard: Supervis ion 
2. Control  Object ive:  Supervis ion and review of opera- 

t i o n s  should provide reasonable  assurance t h a t  t h e  
computer is used only f o r  authorized purposes and t h a t  
ope ra to r s  a r e  fol lowing prescr ibed  procedures.  

[ 1 Active superv is ion  and review are  provided on each shift. 

3. Control  Techniques: 

[ I A l l  operator a c t i v i t i e s  are recorded on t h e  console  or 
opera t ions  log. 

I I Supervisors  review console  or ope ra t ions  log and job 
accounting reports and i n v e s t i g a t e  abnormal i t ies .  

[ : I  

[ I  

I 1  
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c .  

I I  

f l  

[ I  

[ I  

6 1  

[ I  

[ I  

I J  

InFut /Output  Control and Schedu l ing  

1- Control Standard :  Sxecu t ion  of T r a n s a c t i o n s  and 
Events  

2 .  C o n t r o l  Objective: A l l  input, error corrections, and 
o u t p u t  should  be p r o p e r l y  c o n t r o l l e d  and scheduled to 
e n s u r e  a c c u r a t e  and complete p r o c e s s i n g  of data and 
p rope r  d i s t r i b u t i o n  of r e p o r t .  

3 ;  C o n t r o l  Techniques: 

ramal i n p u t / o u t p u t  c o n t r o l  p rocedures  h i v e  been sstab- 
l i s h e d  and are up tc date .  

ramal schedu l ing  p rocedures  have been e s t a b l i s h e d  and are  
up t o  date. 

A formal c o n t r o l  group has been e s t a b l i s h e d  w i t h i n  t h e  
d a t a  c e n t e r .  

The c o n t r o l  group logs a f l  i n p u t  and r e c o n c i l e s  record 
c o u n t s  and prede termined  c o n t r o l  to ta l s  submi t ted  by users 
t o  record c o u n t s  and c o n t r o l  t o t a l s  gene ra t ed  d u r i n g  proc- 
e s s i n g .  

All  errors disclosed d u r i n g  p r o c e s s i n g  are c o n t r o l l e d  by 
an automated suspense  f i l e ,  and "clean-up" is  monitored by 
t h e  c o n t r o l  group t o  e n s u r e  t h a t  t h e  errars a r e  promptly 
corrected. 

The c o n t r o l  group is r e s p o n s i b l e  f o r  a l l  n e g o t i a b l e  i.?- 
s t rumen t s .  

D i s t r i b u t i o n  of computer o u t p u t  is un6er s t r i c t  c o n t r o l  of 
t h e  c o n t r o l  group. 

The c o n t r o l  group is r e s p o n s i b l e  f o r  s chedu l ing  computer 
r u n s ,  i n c l u d i n g  p r o d u c t i o n ,  nonproduct ion ,  abor t ed  and 
e r r o n e o u s l y  processed .  

The computer system s c h e d u l e s  work submittec! tkrouqh re- 
mote job e n t r y .  

r i  

[ I  

f l  

[ I  

111-85 

i 



I C - 1  

Responsibility for ?hvsical Securitv and Access Control 

1. Contrcl Standard: Access to and Accountability for 
Re sources 

2. Control Objective: Responsibility for physical secur- 
ity and access control should be assigned to competent 
personnel at appropriate bevels within the organizz- 
t ion. 

3. Control Techniques: 

Responsibility has Seen assigned for computer security f o r  
the agency overall and for each headquarters and field 
organization a 

Overall aqencywj.de responsibility has been formally as- 
signed for  conducting periodic r i s k  analyses of computer 
secur i ty . 
Risk analyses of computer security are periodically con- 
ducted in accordance with OMB Circular A-71,  Transmittal 
Memorandum No. 1. 

General and application controls over computer-based sys- 
tems are reviewed a t  the appropriate levels in meeting the 
requirements of the Federal Managers' Financial Integrity 
Act and OMB Circular A-123. 
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B. Access to Comnuter Room, Equipment, and Critical DoLJaents 
and Forms 

1. Control Standard: Access to and Accountability for 

2. Control Objective: Access to computer room, equip- 

3. Control Techniques: 

( I There are clearly defined and approved policies and proce- 
dures stating that access to computer operations is lim- 
ited to computer operators and operations supervisors. 
Others with need of limited access (e.g. ,  hardwars rianu- 
facturer representatives, systems programmers, etc.) are 
accompanied and closely watched by operations supervisors 
and prohibited from actually operating the computer. 

I I Physical barriers (locked doors, solid walls, etc.) re- 
strict access to computer rooms. 

I 1 Access to computer rooms is restricted through the use of 
badges, special access keys, or other automated security 
devices 

Resources 

ment, and critical documents and forms should be re- 
stricted to authorized personnel. 

[ I Terminals are located in areas khat reduce risk of un- 

[ 1 Tenninals connected to sensitive data have specifically 

[ 1 Teminal activity reports are periodically reviewed for 

authorized viewing of data. 

scheduled hours of operation. 

password violations, system abuses, unauthorized cses, cr 
other unusual events. 

I Access to source documents and critical f o r n s  (e.g., nego- 
tiable instruments, identification cards, etc.) during 
their storage and transportation is restricted to author- 
ized personnel. 

[ I Critical foms are prenumbered end accounted f o r  perlodi -  
eally . 

E 1 Two or more people are-present when critical forms arc 
received, processed by the computer, or destroyed.. 

I I Computer operations personnel are trained to use security 
controls and procedures. 

! 1 Security plans are tested periodically. 

[ I  

I I I - 9 9  
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C. Access to Proqrams 

1. Control Standard: Access to and Accountability for 
Resources 

2. Control  Objective: Access to application program 
files and related documentation should be restricted 
to authorized personnel. 

3. C o n t r o l  Teckniuues: 

Pomal program library procedures e x i s t ,  are up to date, 
and are followed, 

Program liSrary software is used to restrict access to 
conput@r grograms. 

Programmers are denied access to operations, production 
program files, and production JCL. 

Application systems doc-mentation is physically secure and 
access is restricted to authorized programers. 

Computer operators are denied access t o  application sys- 
tems documentation. 



D. 

[ I  

[ I  

[ I  

[ I  

Access to Data 

1. Control Standard: Access to and Accountability f o r  
Resources 

2. Control Objective: Access to data files should be re- 
stricted to authorized personnel. 

3. Control Techniaues: 

Data files are under strict control of a librarian at all 
times. 

Access to the library is linited at a l l  times to the re- 
sponsible librarian. 

File management system software restricts access to auto- 
mated data files to authorized personnel. 

Passwords and.identification codes are used to restrict 
access to and use of on-line data files. 

On-line functions that users are authorized to perform 
are restricted t o  specific dedicated terminals. 

Data file activity is logged and reviewed each day for 
possible acc5ss violations. 

Data base administratcr controls passwords t o  data base. 

Users of data base have access only to data Liat is appli- 
cable to their systems. 
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E. 

t a  

[ : I  

C I  

C I  

t I  

C I  

t 3  

C I  
C I  
C I  

Environmental Protect ion 

1. Control Standard: Access t o  and Accountabili ty for 

2. Control Objective: F z c i l i t i e s  and files should Se 
Resources 

protected aga ins t  acc iden t i a l  or malicious des t ruc t ion  
by f i r e ,  water, or o ther  hazards. 

3. Control Techniques: 

Zmergency procedures have Seen documented, are up ta date ,  
and employees aro, fami l ia r  w i t h  them. 

The computer center  is separated from adjacent  areas by 
f i r e - r e s i s t a n t  Gartitions, walls, etc.  

The computet cen ter  is located a p a r t  from areas  o r  a c t i v i -  
t ies  that may be conducive t o  f i re ,  flood, or  explosion. 

Heat and smoke detectors and fire extinguishers .are lo- 
cated i n  s t r a t e g i c  areas .  

The computer center  is 
pression system. 

The cozputer center  is 
cal ly  a c t i v a t e  signals 
side the n o m 1  range. 

protected by an automatic f i re  sup- 

equipped w i t h  9auges %at automati- 
i f  humidity or temperatare go out- 
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Backua and Disaster Recovery 

1 .  Control  Standard: Recording of Transac t ions  and 
Events ~~~ 

2. Control  Object ive:  Formal procedures s h e u l d  e x i s t  
the backup of c r i t i c a l  data f i l e s  and programs and 

f o r  
for 

the recovery of information system servicis i n  t h e  
event  of an unant ic ipa ted  disaster o r  i n t e r r u p t i o n .  

3. Control  Techniques: 

Formal p o l i c y  and procedures e x i s t ,  are up t o  d a t e ,  and 
a r e  followed regarding t h 3  d u p l i c a t i o n  of -data and pro- 
grams, 

C r i t i c a l  data f i l e s  a re  dup l i ca t ed  on an appropr i a t e  sche- 
d u l e  and stored o f f - s i t e .  

Cri t ical  a p p l i c a t i o n  programs and documentation are dupl i -  
ca t ed  on an appropr i a t e  schedule and stored o f f s i t e .  

System software programs and d o c m e n t a t i o n  are dup l i ca t ed  
on an appropr i a t e  schedule  and stored o f f - s i t e .  

Off-site a p p l i c a t i o q a n d  system software programs are up- 
dated o r  rep laced  whenever s i g n i f i c a n t  changes a r e  made t o  
the programs. 

Access t o  o f f - s i t e  d a t a  f i l e s  and programs is restricted 
t o  au thor ized  personnel .  

The backup plan provides  f o r  necessary special forms and 
supp l i e s  . 
Formal backup arrangements e x i g t  w i th  a compatible compu- 
t e r  cen te r .  

Backup procedures a r e  p e r i o d i c a l l y  tested a t  the backup 
computer cen te r .  

Cri t ical  environmental  needs (e .g . ,  a i r  condi t ion ing ,  
power, etc.) a r e  adequately backed up. 
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S'JI4MA2Y GF ADP INTERNAL CONTROLS 

Appl i ca t ion  Con t ro l  ? v a l u a t i o n  

System 

Brepared 5 y  Date 

Reviewed by Date 

NOTE: Check all t echn iques  t h a t  app ly  under each suba rea  
of a c t i v i t y .  If a d d i t i o n a l  c o n t r o l  t echn iques  are 
i n  use b u t  are n o t  l i s t e d ,  recard them i n  the  
space provided a t  the end of each l ist  of c o n t r o l  
techniques .  

1. DATA ORIGINATION, DATA INPUT, DATA PROCESSING, AND DATA OUT- 
PUT 

A. S e p a r a t i o n  of R e s p o n s i b i l i t i e s  

1.  Con t ro l  S tandard :  S e p a r a t i o n  of Du t i e s  
2. Concrol Ob jec t ive :  Key d u t i e s  and r e s p o n s i b i l i t i e s  

performed within  an a p p l i c a t i o n  should  be adequa te ly  
s e p a r a t e d  to reduce t h e  risk of errors, waste,  o r  
wrongful acts.  

3. Control Techniques: 

i n g ,  and data o u t p u t  are performed by d i f f e r e n t  i nd iv id -  
uals. 

[ I The d u t i e s  of data o r i g i n a t i o n ,  data input, data process- 

[ ] Persons r e s p o n s i b l e  for t r a n s a c t i o n  o r i g i n a t i o n  or input 
a t e  not responsiale for o r i g i n a t i n g  or i n p u t i n g  data t o  
master f i l e s .  
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11. DATA ORIGINATION 

A. Source Document Origination 

1 .  Control Standard: Recording of Transactions and 
Even t S  

2. 

3 .  

Control Object ive:  
properly prepared', 
Control Techniques: 

Source 
and - on1 

documents should be 
y by authorized personnel. 

[ 1 Documented procedures t h a t  exp la in  the  methods for proper 
source document o r i g i n a t i o n ,  author iza t ion ,  data collec- 
tion , input preparation,  error handling,  and r e t e n t i o n  
e x i s t ,  are up to d a t e ,  and are followed. 

[ 1 Source documents are designed to minimize errors and omis- 
sions. 

[ 3 Access to source documents and blank input forms is 
r e s t r i c t e d  to authorized personnel only. 

r 1  

e 1  

[ I  
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6. Source Document A u t h o r i z a t i o n  

1. C o n t r o l  S tandard :  Execut ion  of T r a n s a c t i o n s  and 
Events  S tanda rd  

2. C o n t r o l  Ob jec t ive :  Source  documents should  be au thor -  
i zed  by persons a c t i n g  w i t h i n  the  scope of t h e i r  au- 
t h o r i t y . -  

3 .  Cont ro l  Techniques: 

a c t i o n s .  
[ 1 A d t c s i i z i n g  s i g n a t u r e s  a r e  used for all types of t r a n s -  

[ ] Documentation of approval is r e q u i r e d  for a l l  c r i t i c a l  
t r a n s a c t i o n s  (system o v e r r i d e s ,  c o n t r o l  bypass ing ,  manual 
ad j ustments)  . 
n o t  prepare more than  one  type of t r a n s a c t i o n  (e.g., 
e s t a b l i s h i n g  new records as w e l l  as changing o r  upda t ing  
master records). 

[ 1 D u t i e s  are separated to  make s u r e  t h a t  one  i n d i v i d u a l  does 
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C. Source Document Data Collection and I n p u t  Preparation 

1 .  Cont ro l  S tandard :  Documentation 
2. Cont ro l  Ob jec t ive :  All, a u t h o r i z e d  s o u r c e  documents 

should  be complete and a c c u r a t e ,  p r o p e r l y  accounted 
for, and t r a n s m i t t e d  i n  a t i m e l y  manner €or i n p u t  t o  
t h e  computer system. 

3. Con t ro l  Techniques: 

A u s e r  depar tment  c o n t r o l  group is r e s p o n s i b l e  for col- 
l e c t i n g  s o u r c e  documents. 

[ 

[ ] The c o n t r o l  group v e r i f i e s  t h a t  source documents are com- 

[ ] The user department c o n t r o l  group c o n t r o l s  sou rce  docu- 

p l e t e ,  a c c u r a t e ,  and properly authorized. 

ments submitted t o  t h e  data p rocess ing  depar tment  €or con- 
v e r s i o n  or entry. T h i s  is done by us ing  turnaround t r a n s -  
mitted documents, ba tchfng  t echn iques ,  record counts, pre- 
determined c o n t r o l  t o t a l s ,  o r  logging  t echn iques .  

e n t r y ,  a s e p a r a t e  group w i t h i n  the depar tment  per forms the 
i n p u t  f u n c t i o n  e 

[ ] If t h e  user depar tment  is r e s p o n s i b l e  for its own data 

' I  1 
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D. Source Document Error Randlinq 

1 .  Control Standard: Recording of Transactions and 
Events 

2. Control  Object ive:  Error handling procedures during 
aata o r i g i n a t i o n  should reasonably as sure  t h a t  
errors and i r r e g u l a r i t i e s  are  d e t e c t e d ,  reported,  
and correc ted .  

3 .  Control  Techniques: 

[ ] The user department c o n t r o l  group i d e n t i f i e s  errors to 
f a c i l i t a t e  the c o r r e c t i o n  of erroneous information.  

[ ] Error  logs are used to ensure t ime ly  fol lowup and cor- 
r e c t i o n  of unresolved errors. 

[ 1 Source document originators are  immediately n o t i f i e d  by 
the control group of a l l  errors. 

I 1  

[ I  

I 1  
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E. Source Document Retention 

4 .  
2 .  

Document a t  i o n .  
Source documents 

tate  the r e t r i e v a l  
should b e  
or recons truc t ion  

of data .  
3 .  Control  Techniques: 

destroyed during subsequent process ing  can be recreat sd .  

qu ick ly  r e t r i e v e d .  

[ } Source docgnertts are re ta ined  so t h a t  d a t a  los t  or 

[ 1 Source documa9ts are s t x e d  so they can be e a s i l y  and 

[ ] The r e t e n t i o n  period fo r  each type of source document is 
preprinted on the  document. 

r 1  
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111. DATA ENPWT 

Batch -0 Data Conversion and E n t r y  

‘ I .  C o n t r o l  S tandard :  Recording of T r a n s a c t i o n s  and 
Events 

2. C o n t r o l  Ob jec t ive :  Procedures  should  be established 
for t h e  convers ion  and e n t r y  of data t h a t  e n s u r e  a 
separa t iom of d u t i e s  a-s w e l l  as r o u t i n e  v e r i f i c a t i o n  
of work p e e f a m e d  i n  t h e  data i n p u t  p rocess .  

3 .  Cont ro l  Techniques: 

Documented p rocedures  for data convers ion  and entry 
e x i s t ,  are up to date,  and are followed. 

A data p rocess ing  c o n t r o l  group is r e s p o n s i b l e  for  data 
convers ion  and e n t r y  of a l l  s o u r c e  documents r e c e i v e d  from 
user depar tments .  

The data p rocess ing  c o n t r o l  group ac=ounts for a l l  
batches of s o u r c e  documents r e c e i v e d  from t he  u s e r  d e p a r t -  
ment to make s u r e  t h a t  no batches are added o r  los t .  

The da ta  p rocess ing  e s n t r o l  g roup reviews all i n p u t  fo r  
u s e r  depar tment  approva l .  

The data process ing  c o n t r o l  group keeps  a log showing t h e  
r e c e i p t  of  user depar tment  source documents and the i r  
actual d i s p o s i t i o n .  

The da t a  p rocess ing  c o n t r o l  group uses turnaround t r ans -  
mit ta l  documents, batching t echn iques ,  record c o u n t s ,  pre- 
determined control t o t a l s ,  o r  logging  t echn iques  t o  con- 
t r o l  data submi t ted  for convers ion  and data  e n t r y .  

Source documents are cance led  a f t e r  t hey  have been 
e n t e r e d .  
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5. 

f l  

[ I  

Batch -- Data V a l i d a t i o n  arid Z d i t i n p  

1. Con t ro l  S tandard :  a sco rd ing  of T r a n s a c t i o n s  and 
Events 

2. Cont ro l  Ob jec t ive :  I n p u t  data  should be v a l i d a t e d  and 
edi ted t o  p rov ide  r easonab le  a s su rance  t h a t  erroneous 
data are ditected b e f o r e  p r o c e s s i n g .  

3. Con t ro l  Techniques-: 

Data v a l i d a t i o n  and e d i t i n g  a r e  performed as  early as  ?os- 
s i b l e , i n  the data flow to  ensu re  t h a t  i n c o r r e c t  data a r e  
rejected before e n t r y  i n t o  t h e  system. 

All-or at least  a l l  s i g n i f i c a n t - f i e l d s  are key- 
v e r i f i e d  . 
Preprogrammed keying fo rma t s  are used to  e n s u r e  that da t a  
are recorded i n  the p rope r  f i e l d ,  format ,  etc. 

Key f i e l d s  include check d i g i t s  t h a t  are v e r i f i e d  €or 
v a l i d i t y  . 
Computer v a l i d a t i o n  i n c l u d e s  l i m i t  and r easonab leness  
tes ts  e 

Overr id ing  or bypassing data v a l i d a t i o n  and e d i t i n g  prob- 
lems is restricted to  supervisors and is p e m i t t e d  i n  only 
a l imited number of c i rcumstances .  

Every system o v e r r i d e  is automat-ically loqged by t h e  
a p p l i c a t i o n  so t ha t  t h e  action can be analyzed  for appro- 
p r i a t e n e s s  and c o r r e c t n e s s .  
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C. aatch -- Data Inuut  Error Handlinq 

1. Control Standard: Recording of Transac t ions  and 
Events 

2. Control  Object ive:  Errors should  be inves t iga t ed  and 

3. Control  Techniques: 

r sprocess ing  rejected data e x i s t ,  a r e  up t o  d a t e ,  ana a r e  
followed. 

resubmitted f o r  processing promptly and accu ra t e ly .  

1 1 Doc3rne3te5 procedures fo r - iden t i fy ing  , c o r r e c t i n ? ,  azd 

[ ] Error messages a r e  displayed wi th  c l e a r l y  understood cor- 
r e c t i v e  a c t i o n s  for each type of e r r o r .  

[ ] Rejected data are au tomat i ca l ly  w r i t t e n  on an automated 
suspense f i l e  and held unt i l  corr'ected. 

7- ] The automated suspense f i l e  is used t o  produce, on a regu- 
lar basis and for management review, an a n a l y s i s  of the  
l e v e l  o f  t r ansac t ion  errors and t he  s t a t u s  of uncorrected 
t r ansac t ions .  

[ ] Rejected t r a n s a c t i o n s  n o t  caused by data conversion o r  
e n t r y  errors are cor rec t ed  by the  user o r i g i n a t i n g  t5e 
t r ansac t ion .  

[ ] All  c o r r e c t i o n s  are reviewed and approved by supe rv i so r s  
before  r een t ry .  
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On-Line -- Data Conversion and Entry 
1. C o n t r o l  S tandard :  Recording of T r a n s a c t i s n s  and 

Events  
2. Control Objec t ive :  P rocedures  re la ted t o  t h e  conver- 

s i o n  and e n t r y  of data through t e r m i n a l s  should  be 
e s t a b l i s h e d  t o  deter Unauthorized use .  

3. Con t ro l  Techniques: 

Documented p rocedures  for-data conver s ion  and e n t r y  
e x i s t ,  are u a  t o  da t e ,  and are fo l lowed.  

Te rmina l s  a r e  located and locked  i n  p h y s i c a l l y  s e c u r e  
reoms . 
S u p e r v i s o r s  a r e  r e q u i r e d  to  s i g n  on each  t e r m i n a l  d e v i c e  
b e f o r e  anyone may s i g n  on t o  begin  work for the  dav. 

Data e n t r y  is made o n l y  from t e r m i n a l  d e v i c e s  wi th  c e r t a i n  
p r e a s s i g n e d  a u t h o r i t y  l e v e l s .  

Termina ls  are  connected to t h e  system o n l y  for c e r t a i n  
periods of t h e  day .  

Dial-up f a c i l i t i e s  s e r f o m  ca l l -back  p rocedures  t o  l i d t  
access t o  known, a u t h o r i z e d  t e r m i n a l s .  

Termina ls  g e n e r a t e  a unique i d e n t i f i e r  code for computer 
v e r i f i c a t i o n .  

On-line a c c e s s  loqs a r e  main ta ined  by the s y s t e n  and 
reviewed r e g u l a r l y  for unauthor ized  access a t t e m p t s .  

Passwords a r e  used t o  p r e v e n t  unau thor i zed  u s e  of 
t e r m i n a l s .  

Passwords  and a u t h o r i z e d  codes are n o n p r i n t i n g  o r  nondis-  
p l a y i n g  o r  a r e  keyed onto o b l i t e r a t e d  s;?acas. 

A d a t a  access matrix is used t o  res t r ic t  unau thor i zed  
a c c e s s  t o  s e n s i t i v e  or c l a s s i f i e d  data. 

All passwords a r e  changed p e r i o d i c a l l y ;  t 3 e y  are  also 
changed when an i n d i v i d u a l  changes jobs o r  s e p a r a t e s  and 
wnen there is a purTort-ed or r e a l  s e c u r i t y  v i o l a t i o n .  

T r a n s a c t i o n s  are logged as e n t e r e d .  

Where a p p r o p r i a t e ,  approved on - l ine  i n p u t  is- Satched and 
Sa lanced  a g a i n s t  record c o u n t s  and c m t r o l  t o t a l s  e n t t r e d  
by t h e  o p e r a t o r .  
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E. On-line--Data Val ida t ion  and Ed i t ina  

1. Control  Standard: Recording of Transact ions and 

2. Control  Object ive:  Input  data should be va l ida t ed  and 

3. Control  Techniques: 

Events 

edited t o  provide reasonable  assurance t h a t  erroneous 
d a t a  a r e  de tec ted  before  processing.  

[ 1 ?reprogrammed keying formats a r e  used t o  ensurs  t h a t  d a t a  
are recorded i n  the proper f i e l d ,  format,  e t c .  

[ ] Prompting is used t o  reduce the  number of opera to r  errors. 

[ ] I n t e l l i g e n t  te rmina ls  a r e  used t o  allow front-end val ida-  
t i o n ,  e d i t i n g ,  and con t ro l .  

] Rey f i e l d s  include check d i g i t s  t h a t  a r e  v e r i f i e d  f o r  
v a l i d i t y .  

[ 3 Computer v a l i d a t i o n  inc ludes  l i m i t  and reasonableness  
tests 

] Overriding or bypassing d a t a  v a l i d a t i o n  and e d i t i n g  prob- 
lems is r e s t r i c t e d  to superv isors  and then only i n  a l i m -  
i t e d  number of acceptable circumstances,  

p l i c a t i o n  so t h a t  t h e  a c t i o n  can be analyzed f o r  appro- 
p r i a t e n e s s  and co r rec tness .  

I ] Every system ove r r ide  is automat ica l ly  logged by the  ap- 

S I  
E l  

r i  

6 1  
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F. 

[ I  

On-line-Data I.?Dut Error Handlinu 

1 .  Con t ro l  S t anda rd :  Recording of T r a n s a c t i o n s  and 
Events 

2.  Control O b j e c t i v e :  Errors should be i n v e s t i g a t e d  and 

3. Control Techniques:  

Documented p rocedures  fo_r i d e n t i f y i n g  I c o r r e c t i n g ,  and 
r e p r o c e s s i n g  r e j e c t e d  da ta  e x i s t ,  are q - t o  date, and are 
followed e 

r e submi t t ed  f o r  p r o c e s s i n g  promptly and a c c u r a t e l y .  

Errors are d i s p l a y e d  o r  p r i n t e d  immediately upon d e t e c t i o n  
f o r  immediate t e r m i n a l  operator c o r r e c t i o n .  

Error messages a r e  d i s p l a y e d  wi th  c l e a r l y  unders tood  cor- 
r e c t i v e  a c t i o n s  for each t ype  of error. 

i t e jec ted  d a t a  are a u t o m a t i c a l l y  w r i t t e n  on an automated 
suspense  f i l e  and he ld  u n t i l  corrected. 

The automated suspense f i l e  is used t3 produce ,  on a regu- 
l a r  basis and for management review, an a n a l y s i s  of t he  
l e v e l  of t r a n s a c t i o n  errors and t he  s t a t u s  of uncor rec t ed  
rransactions. 

Xejec ted  t z a n s a c t i o n s  n o t  caused by da ta  e n t r y  errors are 
Cor rec t ed  by t h e  user o r i g i n a t i n g  t h e  t r a n s a c t i o n .  

A l l  c o r r e c t i o n s  a re  reviewed and approved by s u p e r r i s o r s  
b e f o r e  r e e n t r y .  
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IV. DATA PXOCESSING 

[ I  

Satch-Data Processing In tegr i tv  Procedures 

1. Control  Standard: Recording of Transac t ions  and 
Events 

2. Control Objective: Formal procedures should be estab- 
l i s h e d  for data processing t o  ensure that  data are 
processed completely,  accu ra t e ly ,  and on time. 

3. Control Techniques: - 
Documented p roce iu res  for  processing each a p p l i c a t i o n  pro- 
gram e x i s t ,  are up t o  date ,  and a t e  followed, including 
operator i n s t r u c t i o n s  and computer program run books. 

A h i s t o r y  log  ( i n c l u d i n g  hardware and software f a i l u r e  
messages, abnormal te rmina t ions  of jobs, opera to r  i n t e r -  
vent ions ,  e tc . )  is pr in t ed  on both a l i n e  p r i n t e r  and con- 
sole and is r o u t i n e l y  reviewed by supervisors. 

The ADP department h a s  a schedule ,  by a p p l i c a t i o n ,  t h a t  
shows when each a p p l i c a t i o n  program is t o  be run and when 
it must be completed. 

A data processing control group (1) ensures that applica- 
t i o n  schedules  a r e  met, ( 2 )  balances b a t c h  counts ,  record 
counts ,  and p rede temined  c o n t r o l  to ta l s ,  ( 3 I maintains  
accu ra t e  logs of input/work/output f i l e s  used i n  computer 
process ing ,  and ( 4 1  ensures  t h a t  restarts are performed 
properly.  
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B. 

E l  

E l  

[ I  

I 1  

t I  

Batch--Data Processing Inteqritv Provis ions  i n  
Anolicat ion Programs 

1. Control Standard: Recording of Transac t ions  and 
Events 

2. Control  Object ive:  Prov3-sions to  ensure  complete and 
accu ra t e  processing of data should be included i n  ap- 
p l i c a t i o n  programs. 

3. Control  Techniques: 

Computer-generated control totals (run-to-run totals) are 
automat ica l ly  reconci led  between jobs to  check f o r  c o w  
p le t eness  of processing.  

Programs inc lude  r o u t i n e s  t o  v e r i f y  t h a t  t h e  proper  ver- 
s ion  of t h e  computer f i l e  is used during processing.  

Programs inc lude  r o u t i n e s  for checking i n t o r n a l  f i l e  
header labels before processing.  

Computer opera to r s  a r e  prevented from ove r r id ing  labei or 
device  errors. 

_- 

I n t e r n a l  t r a i l e r  labels conta in ing  c o n t r o l  t o t a l s  (=!?cord 
counts ,  predetermined control t o t a l s )  are generated for 
all computer f i l e s  and tested by t he  a p p l i c a t i o n  programs 
to d e t e r n i n e  t h a t  all records  have been processed. 

System/program i n t e r f a c e s  r e q u i r e  t h a t  t h e  sending system/ 
program output  counts  equal  t h e  rece iv ing  system/progrun 
counts.  
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Batch--Data Processing Validation and Edith9 

1. Control Standard: Recording of Transactions and 

2. Control Objective: Data should be validated and 
Events 

edited during processing to provide reasonable assur- 
ance that erroneous data are detected and reported for 
investigation. 

3. Control Techniques: 

The application rejects incorrect data before the  master 
file is updated. 

Data validation and editing are performed on all fields 
even though an error may have been detected in an earlier 
field. 

Relationship editing is performed between input transac- 
tions and master files to check f o r  appropriateness and 
correctness before updating. 

Transactions are verified using a table of values or mas- 
ter f i l e s  of approved vendors, employees, etc., before 
they are processed. 

Programs perform limit and reasonableness checks on re- 
sults of critical calculations. 

A 'was-is" report, which shows master file cmtents be- 
fore and after each change, is prepared and reviewed by 
L i e  user. 

Record counts and ?redetermined control totals generated 
by the application are used by the data processing control 
group to validate'the completeness of data processed by 
the system. 

111-127 



IC-2 

D. 

r 1  

E l  

e 1  

Batch-Data Processing Er ro r  Handling 

1. Control  Standard: 
Events 

Recording of Transac t ions  and 

2. Control  Objective: E r r o r s  i d e n t i f i e d  during d a t a  

3. Control Techniaues: 

Docrrmented procedures.  f o r  - ident i fy ing ,  c o r r e c t i n g ,  an6 
reprocessing r e j ec t ed  data e x i s t ,  are up t o  d a t e ,  and 
are followed. 

processing should be promptly invest igaced , correc ted ,  
and resubmitted f o r  processing. 

Error messages a r e  displayed wi th  c l e a r l y  understood cor- 
r e c t i v e  a c t i o n s  f o r  each type of e r r o r .  

Rejected data  are au tomat ica l ly  w r i t t e n  on an automated 
suspense f i l e  and h e l d  u n t i l  cor rec ted .  

The automated suspense f i l e  is used t o  produce, on a regu- 
l a r  basis and for management review, ana lyses  of level-of- 
t r ansac t ion  e r r o r s  and t h e  s ta tus  of  uncorrected t, -ansac- 
t ions .  

Rejected t r a n s a c t i o n s  are cor rec ted  by t h e  users o r i g i n a t -  
ing then, 

All  co r rec t ions  a r e  reviewed and approved by superv isors  
before  the  co r rec t ions  a r e  reentered .  
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Real-Time-Data Processina I n t e g r i t y  Procedures 

1. Control.  Standard: Recording of Transact ions and 
Events 

2. Control  Objective: Formal procedures should be estab- 
lished f o r  data Processins t o  ensure t h a t  d a t a  a r e  
processed completely , a c c i r a t e l y  , and on time. 

3. Control  Techniques: 

Documented procedures for processing each. a p p l i c a t i o n  2ro- 
gram exis t ,  a r e  up t o  d a t e ,  and a r e  Zollowed. 

A h i s t o r y  log  ( inc lud ing  hardware and sof tware f a i l u r e  
messages, abnormal terminat ion of jobs, opera to r  interven-  
t i o n s ,  etc.)  is p r in t ed  on both a l i n e  p r i n t e r  and console 
and is r o u t i n e l y  reviewed by supervisors .  

A data processing c o n t r o l  group monitors terminal  ac t iv -  
i t y :  i n v e s t i g a t e s  and c o r r e c t s  terminal  problems; i nves t i -  
g a t e s  ope ra to r  i n t e rven t ion  ac t ions :  balances b a t c h  
counts ,  record counts ,  and predetermined c o n t r o l  t o t a l s  of 
d a t a  processed ( a s  developed during o f f - l i n e  o p e r a t i o n s ) ;  
and ensures t h a t  restarts a r e  per fomed properly.  

Transact ions entered on-line are dated and t i m e  stamped 
and logged on computer f i l e s  t o  provide an a u d i t  t r a i l .  

Wessages and data can.  be 
of o r i g i n .  

Application programs are 
from computer consoles ,  

t raced t o  the  user o r  t h e  po in t  

prevented from accept ing data 
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E'. Real-Time-Data Processing I n t e g r i t y  Provis ions  i n  
ADD 1 i c a t ion Progr ams 

1. Control Standard: Recording of Transact ions and 
Events 

2. e o n t r o l  Objective: Provis ions t o  ensure complete and 
accura te  processing of data shou ld  be included i n  ap- 
p l i c a t i o n -  programs. 

3. Control  Techniques: 

au tomat ica l ly  reconci led between jobs to  check for com- 
p l e t eness  of processing.  

I 1 Programs include rou t ines  t o  v e r i f y  t h a t  t h e  proper  ver- 
s ion  of Lhe computer f i l e  is used during processing.  

I 1 Programs i n c l u d e  r o u t i n e s  for checking i n t e r n a l  f i l e  
header labels before  processing. 

[ I Computer ope ra to r s  a r e  prevented from over r id ing  label o r  
device e r r o r s .  

[ I Computer-generated c o n t r o l  t o t a l s  (run-to-run t o t a l s )  a r e  

[ 1 Internal t ra i le r  labels ccnta in ing  c o n t r o l  t o t a l s  ( r eco rd  
counts ,  predetermined c o n t r o l  t o t a l s )  are generated f a r  
a l l  computer f i l e s  and tested by t h e  app l i ca t ion  programs 
to determine that a l l  records  have been processed. 

program output  counts equal  t he  rece iv ing  system/program 
counts . 

[ I System/program i n t e r f a c e s  r equ i r e  t h a t  the sending  system/ 

[ 1 The app l i ca t ion  p r o t e c t s  a g a i n s t  concurrent  f i l e  updates 
( i . e . #  when a record is i n i t i a l l y  accessed, it cannot be 
f u r t h e r  accessed u n t i l  i n i t i a l  processing is complete) .  

E l  
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G. 

[ I  

Real-Time--Data P r o c e s s i n g  V a l i d a t i o n  and E d i t i n 2  

I. C o n t r o l  S tandard :  Recording of T r a n s a c t i o n s  and 

2.  C o n t r o l  Ob jec t ive :  Data should  be validated and 
Events  

edi ted d u r i n g  p r o c e s s i n g  t o  p rov ide  r e a s o n a b l e  assur- 
ance t h a t  e r roneous  data are de tec ted  and reported for 
i n v e s t i g a t i o n .  

3. C o n t r o l  Techniaues:  

The a p p l i c a t i o n  rejects incorrect da ta  before t h e  master 
f i l e  is updated.  

Data v a l i d a t i o n  and e d i t i n g  are performed on a l l  f i e l d s  
even though an error may have been detected i n  an e a r l i e r  
f i e l d  . 
R e l a t i o n s h i p  e d i t i n g  is performed between i n p u t  t r ansac -  
t i o n s  and master f i l e s  t o  check f o r  a p p r o p r i a t e n e s s  and 
c o r r e c t n e s s  of t h e  in fo rma t ion  b e f o r e  upda t ing  t h e  master 
file 

Before  be ing  p rocessed ,  t r a n s a c t i o n s  are v e r i f i e d  us ing  a 
table of v a l u e s  o r  t h e  master f i l e s  o f  approved vendors ,  
employees,  e t c ,  

Programs perform l i m i t  2nd r e a s o n a b l e n e s s  checks  on re- 
sults of c r i t i c a l  c a l c u l a t i o n s .  

X "was-isw r e p o r t  showing master f i l e  c o n t e n t s  b e f o r e  and 
a f t e r  each change is prepared  and reviewed by t h e  user. 

The data  p r o c e s s i n g  c o n t r o l  group uses r a m r d  counts and 
prede termined  control t o t a l s  gene ra t ed  by t h e  a p p l i c a t i o n  
t o  v a l i d a t e  t h e  comple teness  of data processed  by the sys-  
tem. 
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R. 

[ I  

r 1  

[ I  

K 1  

[ I  

Real-Time-Data Processing Er ro r  Hand l ing  

1. Control  Standard: Recording of Transact ions and 

2. Control Objective: Er rors  i d e n t i f i e d  during data 

3. Control Techniques: 

Documented procedures f o r  i den t i fy ing ,  co r rec t ing ,  and 
reprocessing r e j e c t e d  data e x i s t ,  are up  t o  d a t e ,  and a r e  

Events 

processinq should be promptly inves t iga t ed ,  co r rec t ed ,  
and resubmitted for processing,  

f 0 , l l o w e d .  

Erro r  messages a r e  displayed w i t h  c l e a r l y  understandable 
c o r r e c t i v e  a c t i o n s  for each type of e r r o r .  

2ejected data are au tomat ica l ly  w r i t t e n  on an automated 
suspense f i l e  and held u n t i l  cor rec ted .  

The automated suspense file is used t o  produce, on a regu- 
l a r  basis and f o r  management review, ana lyses  of level-of-  
t r ansac t ion  e r r o r s  and t h e  s t a t u s  of uncorrected t ransac-  
t i o n s  e 

Rejected t r a n s a c t i o n s  a r e  cor rec ted  by the u s e r s  o r i q i n a t -  
i n g  them. 

A l l  co r r ec t ions  a r e  reviewed and approved by supervisors 
before the  co r rec t ions  a r e  r een te red ,  
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V. DATA OUTPUT 

A. Batch-Output Balancinu and Reconci l ia t ion  

1. Control  Standard: Documentation 
2. Control  Object ive:  Output should be balanced t o  re= 

cord counts and con t ro l  t o t a l s ,  and a u d i t  t r a i l s  
should be a v a i l a b l e  t o  f a c i l i t a t e  tracing and recon- 
c i l i a t i o n .  

3. Control Techniques: 

and r econc i l e  ou tau t  products  ex i s t ,  a r e  u p  to d a t e ,  and 
are followed . 

[ 1 Documented procedures t h a t  expla in  how t o  proper ly  balance 

1 1 Report i d e n t i f i c a t i o n  and end-of-report messages a r e  used. 

[ 1 The data processing con t ro l  group reviews output  products  
for genera l  a c c e p t a b i l i t y  and completeness, 

ing,  t h e  data processing c o n t r o l  group r econc i l e s  ou tput  
batch totals, record counts,  and predetermined con t ro l  
t o t a l s  w i t h  i npu t  batch t o t a l s ,  record counts ,  and ptede- 
tennined c o n t r o l  t o t a l s  before  any output  is t ransmi t ted .  

[ 1 The data processing con t ro l  group keeps a log t h a t  sum- 
marizes the output produced and recipients of t h e  output  
( inc luding  the  number of app l i ca t ion  r e p o r t s  generated,  
number of copies  of  each r e p o r t ,  and r e c i p i e n t ( s )  of each 
report) . 

[ 1 To ensure t h a t  no data were added or l o s t  during proc, ass- 

[ 1 The user department con t ro l  group v e r i f i e s  the  accuracy 
and completeness of all outputs .  

[ ] The user department c o n t r o l  group v e r i f i e s  all computer- 
generated batch t o t a l s ,  record counts,  and p rede t smined  
con t ro l  t o t a l s  witlb t h e i r  manual counts .  

[ ] The user department con t ro l  group is given lists of all 

[ I The user departinent con t ro l  group is given lists of a l l  

changes t o  app l i ca t ion  system master f i l e  data. 

i n t e r n a l l y  generated t r a n s a c t i o n s  produced by the appl ica-  
t i on .  

I 
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[ 1 The user departnent con t ro l  group is g iven  lists of a l l  
i n t e r f a c e  t ransac t ions  processed by the a p p l i c a t i o n .  

E 1 The user department: contro l  group is g iven  lists of all 
t ransac t ions  entered i n t o  the system. 

[ I Transactions can be traced from the  o r i g i n a l  source docu- 
ments to the f i n a l  output and back. 
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a. 

[ I  

[ I  

I 1  

I 1  

[ I  

Satch-Output  D i s t r i b u t i o n  

1. Control  Standard: Access t o  and Accountabi l i ty  for 
Resources 

2. Control  Objective: Output should be promptly d i s t r i b -  

3. Control  Techniques: 

Documented procedures expla in ing  how output  products  
should be handled and d i s t r i b u t e d  exist. a r e  up to date, 
and are followed. 

u t e d  t o  artthorized users. 

The data processing c o n t r o l  group is respons ib le  for d i s -  
t r i b u t i n g  a l l  ou tpu t  produced by t h e  app i i ca t ion .  

The data processing c o n t r o l  group has  a schedule ,  by ap- 
p l i c a t i o n ,  t h a t  shows when output  processifig w i l l  be com- 
p le t ed  and when ou tpu t  products  need t o  be d i s t r i b u t e d .  

The data prokessing c o n t r o l  group main ta ins  a fo rna l i zed  
output  d i s t r i b u t i o n  c h e c k l i s t  to  show t h e  d i s t r i b u t i o n  of 
each ou tgu t  product. 

The data processing c o n t r o l  group v e r i f i e s  t h a t  only 
au thor ized  numbers of copies  of ou tpu t s  are produced. 

[ I  

f l  

[ I  

[ I  
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C.  Eiatch-Outgut Error Handlinq 

1. 
2. 

3 .  

C o n t r o l  S tandard :  Documentation 
Con t ro l  Objective: Procedures  s h o u l d  e x i s t  
ana c o n t r o l  errors con ta ined  i n  o u t p u t .  
C o n t r o l  Techniques: 

t o  report 

[ I Documented p rocedures  t h a t  e x p l a i n  the  methods for r e p o r t -  
i n g ,  c o r r e c t i n g ,  and r e p r o c e s s i n g  o u t p u t  p r o d u c t s  w i t h  
errors exist, are up to date, and are followed. 

I ] Tht user is n o t i f i e d  immediately by the data p r o c e s s i n g  
or  u s e r  depar tment  c o n t r o l  group of problems i n  o u t p u t .  

[ ] The data  p r o c e s s i n g  c o n t r o l  group keeps  a c o n t r o l  log of 

[ I The u s e r  depar tment  c o n t r o l  group keeps  a c o n t r o l  l o g  of 

o u t p u t  p roduc t  errors and the c o r r e c t i v e  a c t i o n s  taken .  

o u t p u t  p r o d u c t  errors and the  c o r r e c t i v e  a c t i o n s  taken .  

[ 1 Output  from rerun jobs is s u b j e c t e d  t o  t h e  same q u a l i t y  
rev iew as  t h e  e r roneous  o r i g i n a l  o u t p u t .  
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D. Batch-Output Handling and Retent ion  

1. Control  Standard: Access t o  and Accountabi l i ty  for 
Resources 

2. Control  Object ive:  Output handling and r e t e n t i o n  
procedures should provide reasonable  assurance t h a t  
ou tput  is proper ly  secured and r e t a i n e d  for t h e  
appropr i a t e  time period. 

3. Control  Techniques: 

[ ] aecord and document re tent ion per iods  have been estab- 
l i shed ,  are up t o  da te ,  and are followed. 

[ 1 The r e t e n t i o n  pe r iods  are reasonable  for backup and a u d i t  
p u q o s e s .  

[ ] Appropriate methods (e.g. , degaussing, shredding,  ets.)  
are used t o  dispose of unneeded records and documents. 

[ ] Access t o  records and documents is restricted to  author- 
ized ind iv idua ls .  

[ ] Periodic  reviews are made to  determine i f  ou tpu t  t rans-  
mitted t o  users is still needed by t h e m .  

[ ] Dual custody techniques are used to  c o n t r o l  t he  transmis- 
s i o n ,  d i s t r i b u t i o n ,  d e s t r u c t i o n ,  and r e t u r n  of aczountable  
documents (checks, bonds, i d e n t i f i c a t i o n  cazds, etc.). 

[ I  

[ I  
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E. 

[ I  

[ I  

[ I  

e 1  

[ I  

[ I  

[ I  

On-tine--0utTut Balanc inq  and R e c o n c i l i a t i o n  

1. C o n t r o l  S tandard :  Documentation 
2. C o n t r o l  Ob jec t ive :  Output  should  be ba lanced  t o  re- 

cord c o u n t s  and c o n t r o l  t o t a l s ,  and a u d i t  trai ls  
should be a v a i l a b l e  t o  f a c i l i t a t e  t r a c i n g  and recon- 
c i l i a t i o n ,  

3 .  C o n t r o l  Techniques: 

Documented p rocedures  t h a t  e x p l a i n  the methods for prooe r  
balancing and r e c o n c i l i a t i o n  of o u t p u t  p r o d u c t s  axis:, are 
up t o  date, and are followed. 

Report i d e n t i f i c a t i o n  and end-of-report  x e s s a g e s  a r c  used.  

The d a t a  p r o c e s s i n g  c o n t r o l  group rev iews  o u t p u t  p r o d u c t s  
far g e n e r a l  a c c e p t a b i l i t y  and completeness .  

Before any o u t p u t  is t r a n s n i t t e d  , t h e  data p r o c e s s i n g  con- 
trol group r e c o n c i l e s  o u t p u t  b a t c h  to ta l s ,  record c o u n t s ,  
and prede termined  c o n t r o l  t o t a l s  wi th  i n p u t  b a t c h  t o t a l s ,  
record c o u n t s l  and prede termined  c o n t r o l  to ta ls .  T h i s  is 
done t o  ensure t h a t  no data were added or  l o s t  d u r i n g  
p r o c e s s i n g  , 

The d a t a  p r o c e s s i n g  c o n t r o l  group keeps  a l o g  t h a t  sum- 
marizes o u t p u t  produced and r e c i 7 i e n t s  of t h e  o u t p u t  ( in- 
c l u d i n g  number of a p p l i c a t i o n  r e p o r t s  g e n e r a t e d ,  number of 
copies of each  r e p o r t ,  and r e c i p i e n t ( s 1  of each r e p o r t ) .  

The user depar tment  c o n t r o l  group v e r i f i e s  the accuracy  
and comple teness  o f  a l l  ou tpuf s .  

The u s e r  depar tment  c o n t r o l  group v e r i f i e s  a l l  computer- 
g e n e r a t e d  b a t c h  t o t a l s ,  record c o u n t s ,  and p r e d e t e m i n e d  
c o n t r o l  t o t a l s  wi th  t h e i r  manual ly  developed totals, 

The u s e r  depar"iment control group is g iven  l i s ts  of a l l  
changes t o  a p p l i c a t i o n  system master f i l e  data .  

The u s e r  depar tment  c o n t r o l  group is g iven  l i s t s  of a l l  
i n t s r n a l l y  g e n e r a t e d  t r a n s a c t i o n s  produced by t h e  app l i ca -  
t i o n .  
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[ I  

[ I  

e 1  

Tbe u s e r  depar",?lent c o n t r o l  group is given lists of a l l  
i n t e r f a c e  t r a n s a c t i o n s  processed: by t h e  a p g l i c a t i o n  . 
The user depar tment  c o n t r o l  group is g iven  lists of all 
t r a n s a c t i o n s  e n t e r e d  i n  t o  t h e  sys tern. 

T r a n s a c t i o n s  can be traced from the o r i g i n a l  source docu- 
ments t o  t h e  f i n a l  o u t p u t  and back. 

A log is k e p t  a t  each o u t B u t  t r a n s n i s s i m  dev ico  t o  pro- 
v i d e  a n ' a u d i t  t r a i l  for o u t p u t s  be ing  t r a n s m i t t e d  t o  user 
t e r m i n a l  d e v i c e s ,  

Terminal d e v i c e s  a u t o m a t i c a l l y  d i s c o n n e c t  from t h e  compu- 
ter system i f  t h e y  are unused f o r  a c e r t a i n  p e r i o d  o f  
t ime. 

The d a y ' s  a c t i v i t i e s  are summarized and p r i n t e d  f o r  each 
t e r m i n a l  d e v i c e  and reviewed by s u p e r v i s o r s  t o  de te rmine  
t h e  c o r r e c t n e s s  of o u t p u t  p roduc t ion .  

The computer system a u t o m a t i c a l l y  checks  t h e  o u t p u t  mes- 
sage b e f o r e  d i s p l a y i n g ,  w r i t i n g ,  or p r i n t i n g  it t o  make 
s u r e  that i t  has n o t  reached t h e  wrong t e r n i n a l  ou t?u t  de- 
v i c e .  - 
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F. 

[ I  

I 1  

3n-line--Output D i s t r i b u t i o n  

1 .  Contzol  S tandard :  Access t o  and A c c o u n t a b i l i t y  for 
Re s our c e s 

2. C o n t r o l  Ob jec t ive :  Output  should  be prompt ly  d i s t r i b -  
uted to  a u t h o r i z e d  u s e r s .  

3. C o n t r o l  Techniques:  

Documented p rocedures  e x p l a i n i n g  how t o  properly hand le  
and d i s t r i b u t e  o u t p u t  p r o d u c t s  e x i s t ,  are up to da te ,  and 
ars fallowed. 

The user depar tment  control group is r e s p o n s i b l e  for dis -  
t r i b u t i n g  all o u t p u t  produced by the  a p p l i c a t i o n .  

The user depa r&aen t  c o n t r o l  group has a s c h e d u l e ,  by a? 
p l i c a t i o n ,  t!!at shows when o u t p u t  processing w i l l  be com- 
p l e t e d  and when o u t p u t  p r o d u c t s  need to  be d i s t r i b u t e d .  

T h e  u s e r  d e o a r t q e n t  c o n t r o l  group n ia in t a ins  a fo rma l i zed  
checklist t o  show the d i s t r i b u t i o n  of each o u t p u t  product .  

The user d e p a r t n e n t  c o n t r o l  group v e r i f i e s  that only 
a u t h o r i z e d  numbers of copies of o u t p u t s  are producsd.  
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G. On-L.ine--Output Error Aand l inq  

1. 
2. 

C o n t r o l  S t a n d a r d  : 
C o n t r o l  Object ive:  
and c o n t r o l  e r r o r s  

Documen t a t  i o n  

c o n t a i n e d  i n  o u t p u t  . P r o c e d u r e s  s h o u l d  e x i s t  to report 

3 .  C o n t r o l  Techniques :  

and reprocess output p r o d u c t s  w i t h  e r r o r s ,  e x i s t ,  are  up 
t o  da t e ,  and are followed. 

[ 1 The user is n o t i f i e d  immedia te ly  by t h e  user d e p a r t m e n t  
c o n t r o l  group o f  any problems i n  o u t p u t .  

[ 1 The user depa r tmen t  c o n t r o l  group keeps  a control log of 
o u t p u t  p r o d u c t  e r r o r s  and c o r r e c t i v e  a c t i o n s  t a k e n .  

[ I Ou tpu t  from r e r u n . j o b s  is s u b j e c t e d  t o  t h e  same .quality 
review as the e r r o n e o u s  original o u t p u t .  

[ I  

[ ] Mcumented p r o c e d u r e s  t h a t  explain how t o  r e p o r t ,  correct, 
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On-Line--Output Handlinu and Retention 

1. Control Standard: Access t o  and Accountability for 
Resources 

2. Control Objective: Output handling and retention 
procedures should provide reasonable assurance that 
output is properly- secured and retained €or the 
appropriate time geriod. 

3. Control  Techniques: 

Record and docment retention periods have Seen estab- 
lished, are up to date, and are followed. 

The retention periods are reasonable for backup and audit 
puqoses . 
Appropriate methods (e.g., degaussing, shredding, etc.) 
are used to dispose of unneeded records and documents. 

Access to records and documents is restricted to author- 
ized individuals. 

Periodic reviews are made to determine if output trans- 
mitted to users is still needed by them. 

Dual custody techniques are used to control the transmis- 
sion, distribution, destruction, and return of accountable 
documents (checks, bonds, identification cards, etc.). 
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